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Abstract

Purpose – Despite the proliferation of cyberthreats upon the supply chain (SC) at large, knowledge on SC
cybersecurity is scarce and predominantly conceptual or descriptive. Addressing this gap, this research
examines the effect of SC cyber risk management strategies on integration decisions for cybersecurity (with
suppliers, customers, and internally) to enhance the SC’s cyber resilience and robustness.
Design/methodology/approach – A research model grounded in the supply chain risk management
(SCRM) literature, with roots in the Dynamic Capabilities View and the Relational View, was developed. Survey
responses of 388 SC managers at US manufacturers were obtained to test the model.
Findings – An impact of SC cyber risk management strategies on internal cyber integration was detected,
which in turn impacted external cyber integration with both suppliers and customers. Further, a positive effect
of internal and customer cyber integration on both cyber resilience and robustness was found, while cyber
integration with suppliers impacted neither.
Practical implications – Industry practitioners may adapt certain risk management and integration
strategies to enhance the cybersecurity posture of their SCs.
Originality/value –This research bridges between the established domain of SCRMand the emergent field of
SC cybersecurity by forming and testing novel relationships between SCRM-rooted constructs tailored to an SC
cyber risks context.
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1. Introduction
The cyberspace has expanded in scope, reach, and criticality as the world is becoming more
connected and digitalized. In parallel, malicious actors are increasingly seeking illegal access
to digital assets to attain political, economic, and social gains (Melnyk et al., 2022). Year-to-
year cyberattacks are rising at a record-breaking 71% (IBM, 2024), with 80% of firms being
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affected by cyberattacks in 2023 alone (WEF, 2023a). Heavy economic consequences
accompany these attacks; the average cost of a single data breach reached up to $4.45 million
(IBM, 2023), and malicious cyber activities are expected to cost the global economy $10.5
trillion annually by 2025 (CM, 2020). Consequently, the importance of cyber risks continues to
escalate (Protiviti, 2023), with the Global Risks Report identifying cybercrimes as one of the
top ten most critical risks for the coming decade (WEF, 2023b).

To make matters more complex, a cyberattack on one firm can impact others that are
linked, directly or indirectly, to that firm—with firms becoming increasingly vulnerable as
they rely onmore and different technologies tomanage their supply chains (SCs) (Friday et al.,
2024). The infamous cyberattack on SolarWinds, a large US technology firm, impacted some
18,000 entities linked to it (ZDNET, 2020). Other major cyberattacks, such as Target (in 2013),
Home Depot (in 2014), and Maersk (in 2017), took place outside the boundaries of these firms,
yet the said attacks severely impacted them by causing loss of sales, high insurance and
recovery cost, and reputational damage (Carnovale and Yeniyurt, 2021). In percentage, 19%
of cyber breaches occurred due to a compromise at a business partner (IBM, 2022). Malicious
actors also target non-business entities such as non-profit organizations, governments, and
individuals—using them as backdoors into influential businesses (Wieland et al., 2023).
Anecdotes like these consistently suggest that cybersecurity is not merely a single firm
concern; rather, an SC concern (Urciuoli et al., 2013). Yet, knowledge in the supply chain
management (SCM) literature is scarce on how firms in the SC perceive and respond to
cyberthreats—individually or with their SC partners. Indeed, most of the research on this
topic is still conceptual or descriptive (Cheung et al., 2021; Friday et al., 2024), and a shift to a
more theoretically grounded and empirically focused investigation on such a pressing matter
is urgently called for (Barbieri et al., 2021; Friday et al., 2024; Melnyk et al., 2022) [1].

Among the few empirical studies on the topic, Colicchia et al. (2019) studied five UK firms
and found that managing SC cyber risks requires shifting from an information technology
(IT)-centric focus to a holistic, SC-oriented approach. Creazza et al. (2022) surveyed 100 Italian
firms and emphasized the need to unite people, processes, and technology to strengthen the
SC’s capacity to resist cyber risks. Notably, both studies primarily anchor their stances in the
cybersecurity literature external to SCM, advocating for integrating IT and SCMperspectives
to elucidate how SCs navigate cyber risks. Building on this discourse, we examine the topic
from an SCM vantage point.

In general, the SCM literature portrays cyberattacks as disruptions impacting the SC’s
material, information, service, and financial flows that span from rawmaterial sources to end
consumers (Ghadge et al., 2020). Dealing with disruptions is rooted in the supply chain risk
management (SCRM) literature (Manhart et al., 2020), bywhich risk constitutes a combination
of the probability of an event and its impact on the entity (Mitchell, 1995). Three types of risks
are commonly discussed in SCRM: (1) supply—or upstream—risks (e.g. stockouts) (Zsidisin
et al., 2004); (2) demand—or downstream—risks (e.g. seasonality) (Tummala and Schoenherr,
2011); and (3) operational—or internal—risks (e.g. machine failure) (Manuj and Mentzer,
2008). Security risks, in turn, extend across the three streams of the SC (Mentzer, 2001), and
cyber-security risks adhere to this extension (Pandey et al., 2020). Building on this
understanding, SC cyber risks share similarities with traditional SC risks, such as the
possibility of occurrence, the potential to cause financial, operational, and reputational
repercussions, and the need for risk management strategies to address them (Colicchia et al.,
2019). Meanwhile, SC cyber risks also differ from traditional SC risks due to their (1)
proliferation through SC interdependencies; (2) dynamism and rapid evolution over time; (3)
anonymity until their impact on the business is discovered; (4) reliance on both SC and IT
departments to mitigate them; (5) far-reaching ripple effects across SC tiers; (6) traceability to
malicious intent and deliberate planning; and (7) targeting of both information and physical
assets. Table 1 expands on the differences between traditional SC risks and SC cyber risks [2].
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Given such similarities and differences, we ask to what extent can we utilize extant
knowledge within SCRM to understand SC cyber risks. In other words, do we need to
“reinvent the wheel” to promote our knowledge of SC cybersecurity or can we utilize already
established SCRMknowledge toward that end? To join this debate, we take a balanced stance
by arguing that dealing with SC cyber risks should be rooted in SCRM yet adapted to suit the
unique characteristics of such risks. This stance is informed by the problematization
approach (Alvesson and Sandberg, 2011), where scholars create a “unique conceptual space”
by revisiting established concepts in the field to understand an emerging phenomenon. Here,
we revisit core SCRM concepts that dealt with traditional SC risks, namely SC risk
management strategies, SC integration (with suppliers, customers, and internally), and SC
resilience and robustness. After scrutinizing the similarities and differences between
traditional SC risks and SC cyber risks, we develop tailored concepts that leverage existing
SCRM knowledge while addressing the unique aspects of SC cyber risks.

Based on this rationale, the purpose of this research is to examine the effect of SC cyber
risk management strategies on integration decisions for cybersecurity (with suppliers,
customers, and internally) to enhance the SC’s cyber resilience and robustness. We employ
the Dynamic Capabilities View (DCV) (Teece et al., 1997)—a widely embraced lens in SCRM
(e.g. Brusset andTeller, 2017; Stadtfeld andGruchmann, 2024)—to explain the sensing, seizing,
and transforming of the firm’s capabilities to effectively respond to evolving cyberthreats
facing its SC. For joint SC efforts, we ground our inquiry in the Relational View (RV)

Aspect Traditional SC risks SC cyber risks References

Interdependencies Low; a firm-based view is
prevalent in tackling
traditional SC risks

High; a SC-based view is
necessary to tackle SC
cyber risks

Friday et al. (2024),
Melnyk et al. (2022),
Pandey et al. (2020)

Dynamism Somewhat predictable
types of threats. Experience
and proactive measures are
critical for mitigation

Rapidly-changing threats
that can be tweaked in
real time, making them
extremely difficult to
manage

Colicchia et al. (2019),
Ghadge et al. (2020),
Sawik (2022)

Anonymity The sources and impacts of
risks are often quickly
recognized

The sources and impacts
of risks may not be
recognized until several
days/weeks after the
attack, if ever

Herburger and Omar
(2021), Moschovitis
(2018), Renaud et al.
(2018)

IT department
involvement (in addition
to the SC department)

Peripheral and mainly
involves providing the IT
tools and infrastructure to
exchange relevant
information

Critical with real-time
roles involved for
monitoring systems and
helping respond to the
attacks

Colicchia et al. (2019),
Creazza et al. (2022),
Herburger and Omar
(2021)

Ripple effects Low due to increased
physical layers and distance
between SC tiers

High due to reduced
physical layers and
distance in the cyberspace

Friday et al. (2024),
Ghadge et al. (2020),
Herburger and Omar
(2021)

Intention Mostly non-intentional and
caused by natural events or
unforeseen errors

Mostly intentional and
caused by intruders’ ill-
will and deliberate
planning

Kumar and
Mallipeddi (2022),
Pandey et al. (2020),
Wieland et al. (2023)

Targeted assets Targeted assets are
primarily physical

Targeted assets are both
physical and soft (i.e.
information-based)

Ghadge et al. (2020),
Pandey et al. (2020),
Wieland et al. (2023)

Source(s): Created by authors

Table 1.
A comparison between
traditional SC risks and

SC cyber risks
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(Dyer and Singh, 1998)—for three reasons: (1) its widespread adoption in SCRM (e.g. Wieland
andWallenburg, 2013; Wiengarten et al., 2016); (2) its tolerance to the idea that firms integrate
for benefits beyond pure cost-savings (hence, cybersecurity enhancement); and (3) growing
recommendations for using it to elucidate inter-firm efforts toward SC cybersecurity (Friday
et al., 2024; Melnyk et al., 2022). For the empirical part, we designed a survey and gathered
responses of 388 carefully targeted SC managers at US manufacturers to test our
research model.

This research bridges the established domain of SCRM and the emergent field of SC
cybersecurity by forming and testing novel relationships between SCRM-rooted constructs
tailored to an SC cyber risk context. In doing so, it broadens the scope of SCRM to include the
critical dimension of cybersecurity, specifically by examining the extent to which targeted
risk mitigation strategies and integration decisions—both individually and in collaboration
with SC partners—can prepare SCs to navigate the rapidly evolving terrain of cyber risks.
As such, this research fits into the “theory expanders” category (Colquitt and Zapata-Phelan,
2007), as it departs from SCRM to build new constructs that address SC cyber risks while also
testing the premises of DCV and RV in the underexplored context of SC cybersecurity.
Industry practitioners may utilize the findings to adapt their risk management and
integration strategies on both the firm and SC levels to improve the cybersecurity status of
their SCs, enabling them to survive and thrive amid the ever-evolving landscape of
cyberthreats.

2. Adapting SCRM constructs toward SC cyber risks
2.1 SC cyber risk management strategies
Over the years, several SC riskmanagement strategies were developed to assist SCs in coping
with risks, such as risk identification, risk assessment, and risk tracking (Chopra and Sodhi,
2004). These strategies should be outward-oriented and proactive in nature to deal with
unforeseen risks coming from the upstream and downstream sides of the SC (Knemeyer et al.,
2009). Since SC cyber risks deviate from traditional SC risks (as discussed previously),
tailoring risk management strategies to suit the unique characteristics of SC cyber risks has
been called for (Colicchia et al., 2019), with a special emphasis on the inter-firm element
(Boyson, 2014). However, the literature on SC cybersecurity is still in its early theory building
stage (Melnyk et al., 2022), with no clear strategies found or tested to guide SCs in dealingwith
cyber-related risks.

Hence, we resorted to the practice-oriented NIST Cybersecurity Framework (NIST, 2018),
given its (1) tight integration with organizational risk management principles; (2) alignment
with renowned cybersecurity risk management standards (e.g. ISO/IEC 27001, COBIT 5); (3)
easy-to-understand language to accommodate various stakeholders; (4) emphasis on
continuous improvement to address the dynamism of cyberthreats; and (5) widespread
recognition/adoption among practitioners (Culot et al., 2021; Krumay et al., 2018). The
framework advocates “using business drivers to guide cybersecurity activities and
considering cybersecurity risks as part of the organization’s risk management processes”
(NIST, 2018, p. v). NIST tailored five traditional riskmanagement strategies (identify, protect,
detect, respond, recover) into a cyber-specific context, promoting practices like cyber risk
assessment, data security, access control, cyber awareness and training, and recovery
planning. We attuned NIST’s framework to an SC setting (i.e. by switching NIST’s strategies
from a single firm’s scope to an inter-firm landscape) to represent supply chain cyber risk
management strategies (SCCRMS).

The NIST framework and DCV are tightly connected; while SCCRMS are outward-facing
and seek to mitigate SC cyber risks (as embodied in the adapted NIST framework), the
capabilities enabling the prevention of business disruptions reside within the focal firm. That

IJPDLM
54,11

4



is, the focal firm must exert vision, dedicate resources, and implement actions that embody
internal and external overtures to protect the enterprise. As DCV posits, dynamic capabilities
involve the firm’s ability to integrate, reconfigure, gain, and release resources to navigate or
even instigate market changes, essential for adapting as markets transform (Eisenhardt and
Martin, 2000). Here, SC cyber risks act as a potent driver of industry evolution, necessitating
adaptations for firms to manage threats and potentially secure advantages. Naseer et al.
(2024) demonstrate the application of DCV in cybersecurity through active threat
reconnaissance, defense, and pervasive learning. Herberger (2022) extends DCV to include
surveillance and post-incident response, positing cyber resilience as a dynamic capability
that involves understanding, addressing, and transforming in response to cyberthreats. This
approach is distinguished from “ordinary capabilities,” which, while vital, lack the dynamic
nature that allows rapid adaptation to new threats.

Building on the above, we define SCCRMS as the firm’s aims to establish and maintain
outward-oriented capabilities for implementing processes relevant to managing SC
cyber risks.

2.2 SC cyber integration
SC integration—a frequently promoted mechanism to cope with SC risks (Zhu et al., 2017)—
has been defined as “comprehensive collaboration among supply chain network members in
strategic, tactical and operational decision-making” (Bagchi et al., 2005, p. 278). From a focal
firm’s perspective, SC integration takes three shapes: internal (cross-functional), with
suppliers (backward, or upstream), and with customers (forward, or downstream) (Fawcett
and Magnan, 2002). Extant SCM research often highlights integration as a dynamic
capability, relevant both within the firm (Graham, 2018) and in relations with suppliers
(Vanpoucke et al., 2014) and customers (Ramos et al., 2023). Examining cyber-related aspects
across these forms of integration is far from pervasive but finds ready application in DCV.
In describing dynamic capabilities, Eisenhardt and Martin (2000, p. 1112) note: “[they]
strikingly involve the creation of new, situation-specific knowledge. This occurs by engaging
in experiential actions to learn quickly and thereby compensating for limited relevant
existing knowledge by creating newknowledge about the current situation,” emphasizing the
importance of real-time information, cross-functional relationships, and intensive
communication for managing processes in rapidly changing environments. Both internal
and external forms of cyber integration exhibit these attributes, given the high dynamism of
cyberthreats and the relentless innovations of bad actors in identifying and exploiting
vulnerabilities in SC networks (Sawik, 2022).

In turn, RV highlights how the quality of external relationships with suppliers and
customers can enhance the effectiveness of integration decisions to achieve desired win-wins
(Dyer and Singh, 1998). Applying RV’s principles in an SC cybersecurity context emphasizes
(1) leveraging relationship-specific assets, such as joint cybersecurity training programs
between SC partners (Colicchia et al., 2019); (2) establishing knowledge-sharing routines, such
as regularly flagging potential attacks and communicating their presence to the rest of the SC
(Ghadge et al., 2020); (3) harnessing complementary resources, such as integrating people,
processes, and technology to build a comprehensive SC cybersecurity infrastructure (Creazza
et al., 2022); and (4) achieving effective governance, such as curbing free-riding behavior
resulting from joint cybersecurity investments (Ghadge et al., 2020). Such mutual efforts may
not only enhance visibility and trust between the integrating partners (Tran et al., 2016) but
also yield a competitive advantage through an elevated cybersecurity posture (Sobb et al.,
2020). As RV contends, such mutually beneficial integration mirrors strategic alliances with
unique competitive strengths that are not easily replicated by others, thereby generating
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relational rents (i.e. profits generated by an alliance of firms that cannot be generated by
either firm in isolation) (Dyer and Singh, 1998).

Meanwhile, integration with external entities like suppliers/customers can also increase
the focal firm’s vulnerability to cyberthreats (Pandey et al., 2020), given the proliferation of
such threats across SC interdependencies (Table 1). That is, the rising adoption of
interconnected systems to improve physical/information flows across SCs magnifies their
vulnerability to cyber risks due to a surge in physical, technical, and human penetration
points (Ghadge et al., 2020). Here, malicious actors try to exploit the weakest links of the chain
(including suppliers/customers) through “watering hole” and “leapfrog” attacks, using these
links as backdoors to larger firms (Wieland et al., 2023). Consequently, an SC system with
excessive integration can create a medium for cyberattacks to spread more rapidly and
aggressively, leaving SC actors in a trade-off dilemma when making integration decisions.
Building onWieland et al.’s (2023) “managing connectivity” principle, firms need to carefully
balance the benefits and drawbacks of SC integration vis-�a-vis cybersecurity outcomes.
We label this balanced view of integration as supply chain cyber integration, defined as a set of
collaborative activities within and between SC entities to explicitly enhance SC cybersecurity
outcomes. This concept can be separated into internal cyber integration (ICI), supplier cyber
integration (SCI), and customer cyber integration (CCI).

2.3 SC cyber resilience
Originating in information science, cyber resilience is defined as “the capacity to recover
quickly from difficulties after a cyberattack” (Sawik, 2022, p. 1371). Han et al. (2020) argued
that it is not only the system’s recovery that matters, but also its readiness and response to
cyberattacks. Resemblance can be drawnherewith SC resilience, bywhich a resilient SC is not
only capable to quickly “bounce back” from a disruption (Sheffi and Rice, 2005, p. 41), but also
tomove to “a new, more desirable state” (Christopher and Peck, 2004, p. 4), based on its ability
to “persist, adapt, or transform in the face of change” (Wieland and Durach, 2021, p. 316).
Building on this understanding, a recovery implies returning to the pre-disruptive state while
radically transforming the system to face future disruptions (Castillo, 2023), turning SCs into
continuously evolving systems based on their coping and adaptive capabilities (Wieland
et al., 2023). This view is aligned with Baghersad and Zobel (2022), who decomposed the
concept of resilience into increasing operational slack and broadening operational scope.
Assuming this dynamic perspective, it is necessary to accept that unpredictability will
always be present alongside unremitting interconnectivity efforts amid SC entities and the
evolution of disruptive events in the modern world.

Such a dynamic view of resilience has been put forth to understand cyber resilience in
the SC, by which (1) a “disruption” facing the SC is embodied in cyberattacks, and (2) the
SC’s capacity to face such cyberattacks—via adaptive cyber strategies and investments—
may elevate the SC to an advanced state of cybersecurity (Melnyk et al., 2022). We adopt
this view because it aligns with the dynamic, unpredictable, and pervasive nature of SC
cyber risks (Table 1)—given that malicious actors constantly change their hacking tactics.
As such, SC actors must understand that any adopted cyber defense can become obsolete if
not continuously updated to address the latest waves of cyberthreats. We label this form of
resilience as supply chain cyber resilience (SCCRe), defined as the ability of an SC to cope,
adapt, and transform in the face of cyberattacks before and during their occurrence.

2.4 SC cyber robustness
Cyber robustness—like cyber resilience—is rooted in information science, defined as the
ability of a system to resist cyberattacks (Baiardi et al., 2016). SC robustness differs from SC
resilience in that it focuses on the SC’s ability to maintain its function despite the disruption
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(Brandon-Jones et al., 2014); that is, being more proactive while facing disorders than reactive
(Durach et al., 2015). Put differently, the ability to withstand is about robustness, while the
ability to recover or bounce back is about resilience (Munoz et al., 2022). SC robustness can
result from experiences with prior disruptions, encouraging firms to place long-term
investments to make their networks less prone to the negative impact of risky events
(Norrman and Jansson, 2004). As such, transformation because of prior disruptions (Wieland
et al., 2023) can eventually yield a robust SC in the future—leading to what Melnyk et al.
(2014) call a “hardy supply chain.” Drawing parallels between system resilience and High
Reliability Theory (HRT) (another way of viewing robustness), Peters et al. (2023, p. 51) noted
“Where resilience centers on ‘recovering from disruptive events’, HRT focuses on ‘managing
the unexpected’.”The authors also contend that both anticipation and containment strategies
are key to operate in uncertain environments.

Accordingly, a cyber-robust SC should be able to fully operate andwithstand cyberattacks
without needing to make adaptations because of those attacks. Reaching such a sturdy state
may require SC actors to invest in state-of-the-art defensive mechanisms to uphold the SC’s
function at all times. Yet, one may question how SCs can possibly become proactive in
addressing cyberattacks that are inherently dynamic and unpredictable (Table 1). We argue
that, in fact, most SCs entertain certain degrees of cyber robustness already, given that most
cyberattacks are blocked by firewalls and protection apparatuses already in place at the
targeted entity (Moschovitis, 2018). A recent survey of 4,744 firms showed that only 10.7% of
attempted cyberattacks were successful (Accenture, 2021)—noting, however, that successful
ones often bring grave consequences. Further, many cybersecurity training programs
arrange simulation exercises where participants are tasked with hacking virtual
organizations to learn how to secure vulnerabilities at their entities before actual attacks
occur (Colicchia et al., 2019)—in line with the proactive nature of robustness.

Consequently, for an SC to achieve cyber robustness, members must establish processes
that aid in blocking potential attacks, develop trust and co-learning schemes, facilitate
communication streams to stay ahead of cyberthreats, and be prepared to maintain
operations despite the relentless attempts at penetration.We label this shape of robustness as
supply chain cyber robustness (SCCRo), defined as the ability of an SC to maintain its function
before and during cyberattacks without the need to make unplanned adaptations. Next, we
build upon the abovementioned theoretical foundations to develop our hypotheses—
summarized in Figure 1.

3. Hypotheses development
As already established, a firm must adopt a holistic, SC perspective when crafting its cyber
risk management strategies—given the proliferation of cyberthreats upon the SC at large.
Departing from the notion that the firm’s strategies should guide its actions (Porter, 1996),
SCCRMS should be devised before their cross-functional dispersion inside the firm. This
understanding enables viewing SCCRMS as catalysts for ICI, where functional silos in the
firm are brought together to fulfill the firm’s overarching agenda for cybersecurity. This
approach has seen success in SCM on topics like product-market innovation (Feyissa et al.,
2018), and green innovation (Sun and Sun, 2021). Building on the resource-based view (RBV)
principles (Barney, 1991), DCV translates strategy into resource dedication to achieve
innovation through the so-called SSR triad: sensing opportunities and mitigating risks,
seizing actions that fulfill opportunities, and reconfiguring the resource base to yield
valuable, rare, inimitable, and non-substitutable (VRIN) capabilities (Teece, 2007). Though
the preponderance of DCV research speaks to leveraging market opportunities in developing
VRIN resources, we contend, like Herberger (2022), that these capabilities also apply to
preparedness for threats, including non-traditional forms of the cyber variety.
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Naseer et al. (2024) stress that technology alone is insufficient for promoting
cybersecurity; it must be complemented with the right people, processes, and data to
transform analytical resources into capabilities. When these capabilities effectively
address the dynamic and complex environment of cyberthreats, they become dynamic
capabilities. Our examination focuses on balanced integration practices aimed at elevating
cybersecurity, where defending the focal firm from threats can be seen as a “team sport” at
two levels: within the firm and across SC partners (suppliers and customers). At the first
level of analysis, within the firm, a cross-functional assembly of SC functions (planning,
procurement, logistics, production) convenes with technical functions (IT, cybersecurity) to
internally understand the risk landscape, set priorities, and implement security provisions.
We therefore hypothesize:

H1a. Supply chain cyber risk management strategies are positively associated with
internal cyber integration.

At the second level of analysis, the focal firm implements the “team sport” premise by
extending surveillance and mitigation routines toward suppliers and customers.
As discussed earlier, interdependencies among SC entities create a medium for cyber risks
to proliferate. Thus, firms seeking to improve their cybersecurity status need to gain control
not only within their own organizations but also over their connections with other firms
(Friday et al., 2024). Since SCCRMS are inherently SC-oriented, firms will need to integrate
with both their suppliers and customers for their facilitation. To do so, a firm may utilize its
SCCRMS to persuade, encourage, or in some way stimulate its upstream and downstream
partners to jointly develop and implement inter-firm routines focused on SC cybersecurity;
that is, enacting SCI and CCI. These provisions call for dynamic capabilities (as opposed to
ordinary routines), with an emphasis on real-time data exchange, information sharing, and
learning, given the highly dynamic and unpredictable nature of cyberthreats. Our
conceptualization of SCI and CCI transcends the classic view of integration—which
neglects the cyber vulnerability of the practice—by incorporating a cyber-oriented
perspective that explicitly targets improved cybersecurity status. Consequently, and
similar to instigating ICI, SCCRMSmay also stimulate SCI and CCI, leading to the hypotheses:

H1b. Supply chain cyber risk management strategies are positively associated with
supplier cyber integration.

H1c. Supply chain cyber risk management strategies are positively associated with
customer cyber integration.

A positive effect of internal integration on both supplier and customer integration has been
reported in SCM, as seen in studies on SC agility performance (Jajja et al., 2018), financial
performance (Yu et al., 2013), and green performance (Liu et al., 2018). This is rooted in the idea
that inter-firm integration is contingent on intra-firm integration between customer-facing
functions (e.g. marketing) and supplier-facing functions (e.g. purchasing) (Schoenherr and
Swink, 2012). The SCRM literature has long adopted this view (Braunscheidel and Suresh,
2009; Munir et al., 2020). Fan et al. (2017), for instance, argued that inter-departmental
integration can enable internal, cross-functional access to risk monitoring and alerting
systems. In case of a disruptive event, relevant SC partners may be alerted by the department
in contact with them (via external integration mechanisms) to take necessary precautions or
respond to the event (Fan et al., 2017). Adapting this logic to the cyber landscape aligns with
Confente et al.’s (2019) recommendation to inform external stakeholders about data breaches
and mitigation solutions. Inspired by Ghadge et al. (2020), the IT department at the focal firm
may flag potential cyberthreats and communicate them to customer- and supplier-facing
departments, which can then circulate the detected threats across the SC to prompt joint
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mitigation efforts. Lohmer et al. (2020) emphasize the importance of implementing timely
processes to curb the spread of SC disruptions, while Naseer et al. (2024) highlight utilizing
real-time analytics in incident response to continuously adapt to the evolving landscape of
cyberthreats. We contend that such internal capabilities support the focal firm’s ability to
extend cyber surveillance and mitigation practices to both its upstream and downstream SC
partners. Accordingly, we hypothesize:

H2a. Internal cyber integration is positively associated with supplier cyber integration.

H2b. Internal cyber integration is positively associated with customer cyber integration.

The SCM literature has recognized SC integration, with its three shapes, as an antecedent
to (1) various forms of SC performance (He et al., 2014), and (2) the SC’s ability to manage
risks (Munir et al., 2020; Wieland and Wallenburg, 2013). In the cyber realm, internal
integration may ingrain cyber awareness in the firm’s culture and DNA (Colicchia et al.,
2019), leading to what Vinton Cerf (2000) calls “practicing good cyber hygiene.” For
instance, educating all employees at the firm about safe internet practices may foster the
SC’s capacity to resist, detect, respond, and recover from cyberattacks (Boyson, 2014).
Such ICI-centered practices may support the SC’s tendency to cope, adapt, and transform
(Wieland et al., 2023) in the face of cyberthreats, thus enabling SCCRe. As a result of
continuous transformations and matured proactive measures (Peters et al., 2023), ICI may
also back the SC’s ability to withstand cyberattacks, hence impacting SCCRo too. This
way, dynamic capabilities in the form of ICI do not serve as ends in their own right, but
rather as means to critical outcomes of enhanced cyber resilience and robustness at the SC
level. Therefore, we hypothesize:

H3a. Internal cyber integration is positively associated with supply chain cyber
resilience.

H3b. Internal cyber integration is positively associated with supply chain cyber
robustness.

Suppliers are often seen as a source of indirect (and sometimes, direct) cyberthreats (Pandey
et al., 2020). Hence, cautiously integrating with suppliers—directly through information
sharing and joint learning, or indirectly through third parties like IT vendors and insurance
firms—may help SCs cope with SC cyber risks (Lohmer et al., 2020). This can be exemplified
by jointly detecting counterfeit products (Pandey et al., 2020), co-training on detecting and
mitigating cyberthreats (Colicchia et al., 2019), responding to intellectual property violations
(Tran et al., 2016), or ensuring suppliers’ compliance with security standards (Windelberg,
2016), like ISO/IEC 27001 (Culot et al., 2021). Such buyer-supplier practices, when mutually
developed into established cybersecurity programs, may activate one or more of RV’s core
mechanisms: relation-specific assets, knowledge-sharing routines, complementary resources,
and effective governance. A strategic alliance built upon these mechanisms can create a
competitive edge for the partners involved, yielding relational rents that reflect the realized
synergies (Dyer and Singh, 1998). Echoing Sobb et al.’s (2020) proposition, we argue that this
competitive edge can result from the SC’s improved cybersecurity posture, facilitated by
strategic integration with suppliers for cybersecurity (i.e. SCI). Further, working closely with
suppliers to enhance cybersecurity may enable SCs not only to respond to immediate
cyberattacks but also to adapt and cope with the evolving nature of cyberthreats (Melnyk
et al., 2022), thereby enhancing SCCRe. Approaching these upstream alliances proactively
and preventively holds the potential to strengthen the SC’s ability to withstand cyberattacks
without compromising operations, positively impacting SCCRo too. Consequently, we
hypothesize:
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H4a. Supplier cyber integration is positively associated with supply chain cyber
resilience.

H4b. Supplier cyber integration is positively associated with supply chain cyber
robustness.

Just as suppliers can be a source of cyberthreats, these threats can originate from the
downstream SC too (Pandey et al., 2020). This highlights the importance of integrating with
customers, either directly through shared information and joint learning or indirectly via
third-party vendors, to mitigate SC cyber risks—while being mindful of the potential
downside of integration related to increased SC vulnerability (Wieland et al., 2023). Practical
applications of such downstream integrations include securing customer payment gateways
with the assistance of IT vendors and banks (Boyes, 2015), safeguarding customer records
(Eurich et al., 2010), notifying customers about data breaches and the measures taken to
address them (Confente et al., 2019), and ensuring adherence to data encryption standards
(Colicchia et al., 2019). Themature variants of these joint efforts with customers, akin to those
with suppliers, can activate RV’s mechanisms—relation-specific assets, knowledge-sharing
routines, complementary resources, and effective governance—to carve out a distinct
competitive advantage (Dyer and Singh, 1998), thereby positioning CCI as a pathway to
generating relational rents due to achieved cybersecurity superiority. By ensuring
downstream compliance with cybersecurity protocols, these alliances with customers not
only have the potential to enhance the SC’s reactivity through improved SCCRe but, when
approached with foresight and prevention, may also strengthen the SC’s defenses against
cyberthreats, promoting SCCRo as well. As such, we hypothesize:

H5a. Customer cyber integration is positively associated with supply chain cyber
resilience.

H5b. Customer cyber integration is positively associated with supply chain cyber
robustness.

Internal cyber 
integration

(ICI)

Supply chain cyber 
risk management

strategies 
(SCCRMS)

Supply chain cyber 
resilience
(SCCRe)

Supply chain cyber 
robustness
(SCCRo)

H1a

H2a
H1
b

H1c H5
a

H3b

H3a

H4b

H4a

H5b

H2b

Customer cyber 
integration

(CCI)

Supplier cyber 
integration

(SCI)

Source(s): Created by authors

Figure 1.
Research model

IJPDLM
54,11

10



4. Methods
4.1 Survey and sample
Using Qualtrics XM, we developed a web-based survey on cyber-related risks and
management strategies in the SC. The survey was designed for a single respondent working
at a US manufacturer (i.e. the focal firm), with the firm representing the unit of analysis. Note
that several questions addressed the respondent’s view about his/her firm’s upstream and
downstream partners. We selected manufacturers because they occupy central and strategic
positions within SCs, forming outsourcing relationships with local/global partners and
expanding their geographic presence to local/global markets (Roh et al., 2011). According to
IBM’s (2024) recent cybersecurity threat index, 25.7% of cyberattacks target the
manufacturing segment, surpassing other segments by a significant margin. Hence, if we
understand how manufacturers address cyber-related concerns in their SCs, we lay the
foundation to understand which SC actors should be focused on next in our pursuit to
mitigate cyber risks holistically and across SCs. Moreover, manufacturers hold a significant
presence in the US marketplace, accounting for 11.39% of the total economic output and
employing 8.51% of the national workforce (NAM, 2019), further motivating their selection
for this study.

While we targeted single respondents, we bore in mind the arguments in favor of having
multiple ones (Flynn et al., 2018). Krause et al. (2018) stress that collecting multiple responses
per firm is not always preferred as it may harm the response rate, increase the chance of
nonresponse bias, and magnify the research budget. According to them, having the right
respondent is more important than having multiple ones, but it is the researchers’
responsibility to ensure that these respondents are knowledgeable about the phenomenon,
have recent experience in the topic, and are willing to offer information. We followed Krause
et al.’s (2018) guidelines, as discussed below.

Given the cross-functional nature of cybersecurity in SCs (Ghadge et al., 2020), it was not
intuitively clear to us which job function in the firmwasmore suited to answer our survey: IT
or SC-related? Hence, our list of pilot testers included four SC managers and three IT
managers, among others. SC managers showed greater familiarity with the topics inquired,
given the questions’ emphasis on SC-related strategies (internally and with SC partners) to
confront cyber risks rather than technical setups to improve the firm’s cybersecurity settings.
Their feedback indicated not only familiarity but also practical involvement in developing
and executing cybersecurity strategies at the SC level, as became evident after extended
dialogues with them. One pilot tester even stressed that the IT department often prioritizes
protecting the firm from cyberthreats at all costs, notwithstanding the strategic needs of the
business and the importance of upholding communication channels with external
SC partners to ensure smooth operations. To further ensure the knowledgeability of SC
managers about the inquired topics and to protect against uninformed answers, we added the
option “I don’t know” in the survey for each question asked. That option was rarely chosen in
the final sample (80/30,652 responses), backing the command of the respondents.
Nonetheless, we still see value in replicating the study with IT managers to detect possible
discrepancies between the two groups.

We hired Dynata, a professional US-based survey research firm, to distribute the survey,
given the viability of this approach compared to self-administration (Schoenherr et al., 2015).
We also paid attention to the potential downside of this approach as it incentivizes
respondents, whichwe countered in two steps. First, we applied strict screeners (by excluding
respondents not working in manufacturing, holding job levels belowmiddle management [3],
or not in daily contact with their SC partners); 651 out of 1,039 respondents passed [4]. Second,
we removed “speeders” (those answering in less than 10 min [5], N 5 249) followed by
“flatliners” (those giving similar answers or displaying repetitive patterns in their responses,
N5 14), leaving us with 388 qualified, complete, and usable responses. These steps ensured,
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as much as possible, that the final respondents were indeed the right ones, in line with Krause
et al. (2018). Before going full-scale, we conducted a soft launch and collected 30 responses.
Preliminary analysis revealed no concerns with the items or their interactions; thus, no
adjustments to the instrument were needed. The soft launch also confirmed the respondents’
command of the inquired topics, as evidenced by the low number of “I don’t know” records in
the initial sample (27/1,064 responses). The entire data collection occurred from March 11 to
April 1, 2022. Table 2 shows the demographics of the respondents and their firms.

The obtained sample size (N5 388) is within the acceptable range for analysis with partial
least squares-structural equation modeling (PLS-SEM) (Chin, 2010). It is also well above the
minimum sample size of 103 recommended by Cohen (1988) (with aminimumR2 value of 0.10,
statistical power of 0.8, a probability of error of 5%, and a maximum number of predictors of
3). To assess the validity of the dataset, we checked for non-response bias by splitting the
sample into early and late responses (i.e. before and after the middle date, March 21), in line
with Lindner et al. (2001). No significant difference (p < 0.01) was detected for the variables
characterizing the sample (firm size, sector); thus, non-response bias is unlikely. In turn, we
countered commonmethod bias (CMB) during the study design by separating dependent and
independent variables, avoiding double-barreled questions, and ensuring the anonymity of
respondents, as advised by Podsakoff et al. (2003). We also tested for CMB after data
collection through two additional steps. First, by applying the Harman single-factor test; the
unrotated exploratory factor analysis revealed six factors with eigenvalues greater than 1.0,
with the highest variance explained by one factor being 32.53%. This is well below the critical
threshold of 50% (Podsakoff et al., 2003), indicating that CMB is unlikely. Second, by applying
a full collinearity test, where construct-to-construct variance inflation factors (VIFs) are
compared to the critical value of VIF < 3.3 to detect not serious CMB (Kock, 2017). The full
collinearity test revealed VIF values between VIFmin > 1.000 and VIFmax < 2.555, further
confirming the lack of CMB in our model.

Cybersecurity is a sensitive topic, and respondents might hesitate to admit failures or
expose their organizations’ security vulnerabilities. This could indicate social desirability
bias, which we countered by ensuring respondent anonymity, informing them in the consent
letter about our confidentiality policy, and phrasing our questions neutrally—in line with
Krumpal (2013).

Respondent’s job level # % Firm’s manufacturing segment # %

Owner / c-level / executive 94 24 Retail and consumer goods 109 28
Senior manager 209 54 Nutrition and pharmaceuticals 90 23
Middle manager 85 22 Infrastructure and transport machinery 82 21

Electronics and telecom equipment 56 14
Energy and natural resources 51 13

Respondent’s experience
(years at firm) # % Firm’s size (no. of employees) # %

1–3 11 3 1–9 10 3
4–7 115 30 10–49 29 7
8–12 168 43 50–249 82 21
13–20 60 15 250–499 71 18
21–40 23 6 500–1,999 118 30
41–50 11 3 2,000–4,999 50 13

≥5,000 28 7

Source(s): Created by authors

Table 2.
Demographics of
survey respondents
and firms (N 5 388)
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4.2 Construct measures
Since SC cybersecurity is in its early theory-building stage (Melnyk et al., 2022), we developed
new scales by either (1) adapting current measures from cybersecurity practice to an SC
setting or (2) adapting current measures from the SCRM literature to a cybersecurity context.
We refined the scales to ensure their consistency, understandability, and logical coherence
through pilot tests involving practitioners with substantial IT and SC experience (as
motivated earlier) alongside academics from the SCM domain. Due to the anonymity and
ripple effects of SC cyber risks (Table 1), respondents were not asked to specify a particular
SC they are part of when answering the survey. Instead, a sketch of the SCwith the focal firm,
suppliers, customers, and third parties (e.g. IT vendors) was presented to ensure the
respondents’ departure from the same base while assuming the focal firm’s position. Five-
point Likert scales were used to assess the respondents’ views of their firm’s engagement in a
certain practice or the applicability of a statement, ranging from “to a very small extent”/
“strongly inapplicable” (value 5 1) to “to a very high extent”/“strongly applicable”
(value 5 5). The survey questions can be found in Appendix.

SCCRMS was measured by items reflecting NIST’s Cybersecurity Framework (identify,
protect, detect, respond, recover), taken from NIST (2018, p. 23) and adapted from a firm-
focused stance to an outward-facing SC perspective. In turn, ICI, SCI, and CCI were measured
using items reflecting RV’s relational mechanisms (Dyer and Singh, 1998; Schreiner et al.,
2009), tailored to an intra-/inter-firm SC cybersecurity context. For instance, for SCI we asked,
“To what extent do you engage in the following practices with your suppliers (directly or
through third parties) to improve cybersecurity?” (item 1: Active information sharing, . . .).
Since the construct of SC cyber integration, with its three variants, also holds roots in DCV,
we ensured that all items under ICI, SCI, and CCI are aligned with Chowdhury and Quaddus’s
(2017) DCV-based measures of integration—while adding “to improve cybersecurity” as a
desired outcome of these integrations. SCCRe was measured using items from the SC
resilience field (Ambulkar et al., 2015; Chowdhury and Quaddus, 2017; El Baz and Ruel, 2021),
adapted in line with the example: “We are able to cope with changes caused by cyberattacks
on our supply chain.” Following the same logic, SCCRo was measured by items from the SC
robustness field (Durach et al., 2015; El Baz and Ruel, 2021; Wieland and Wallenburg, 2012),
adapted in line with the example: “We are able to retain the same stable situation we had
before cyberattacks on our supply chain.” To maintain discriminant validity thresholds, we
dropped the items with cross-loadings on several constructs from the final model. We also
controlled for size (in terms of number of employees) and industry (using retail and consumer
goods as a baseline for comparison against the other four industries in Table 2) to detect
whether these factors affect the main endogenous constructs of SCCRe and SCCRo—see
“Results.” Next, we present the analysis steps of our final model.

4.3 Data analysis
While we test established theories (DCV and RV), our constructs are newly adapted to
address the uniqueness of SC cyber risks, making our model exploratory in nature. This
aligns with our stance as theory expanders, where theory building and testing intersect
(Colquitt and Zapata-Phelan, 2007). We applied variance-based PLS-SEM (using SmartPLS,
v. 4.0.9.1) for data analysis, given its suitability for models with (1) exploratory (theory
building) purposes, (2) predictive reasoning, and (3) complex structures (Hair et al., 2019).
These align well with (1) our model’s aim of exploring potential linkages between newly
adapted constructs for SC cybersecurity, (2) our desire to predict the impact of SCCRMS on SC
cyber integration and SCCRe and SCCRo, and (3) the complex structure of our model (with six
interlinked constructs). Next, we present the results from PLS-SEM in three sections:
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assessment of the measurement model, assessment of the structural model, and analysis of
the structural model.

5. Results
5.1 Assessment of measurement model
The first step is to decide whether the measurement model is formative (latent constructs are
caused by their items) or reflective (latent constructs cause their items) (Chin, 2010). In SCM,
models assessing SC strategies, integration, resilience, and robustness are commonly treated
as reflective (Ambulkar et al., 2015; El Baz and Ruel, 2021; Wieland andWallenburg, 2013), a
logic we also adopt in our model. This choice is supported by the fact that reflective
constructs indicate changes in the indicators as changes in the underlying construct, meaning
any variations in the latent construct will be reflected in all its measures (Jarvis et al., 2003).

Following Hair et al. (2019), we assessed our reflective model in four steps: item loadings,
internal consistency reliability, convergent validity, and discriminant validity. Table 3a
shows that nearly all the items’ loadings are above the 0.7 limit recommended by Hair et al.
(2019), and all exceed the 0.5 lower limit for new scales set by Afthanorhan (2013). In turn, the
composite reliability (CR) of all constructs is above the lower limit of 0.7 suggested by Hair
et al. (2019), indicating solid internal consistency reliability. The average variance extracted
(AVE) for the constructs is above the lower limit of 0.5 proposed by Bagozzi and Yi (1988),
thus, their convergent validity is accepted. However, only SCCRMS reported an AVE value
slightly below the 0.5 preference, which may still be accepted since its CR value exceeds 0.6
(Fornell and Larcker, 1981). Last, we tested the discriminant validity in two steps. First, we
checked whether the square root of AVE for each construct is higher than its correlation with
all other constructs (Fornell and Larcker, 1981). Second, we checked whether heterotrait-
monotrait ratio (HTMT) values fall below the upper limit of 0.9 specified by Henseler et al.
(2015). Table 3b shows that both criteria are met successfully for all constructs, indicating an
acceptable level of discriminant validity.

All VIF values are lower than 3 in our model, signaling a lack of collinearity (Hair et al.,
2019). To assess the explanatory power of the model, we examined the R2 values of all
endogenous constructs. Cohen (1988) deems R2 values of 0.26, 0.13, and 0.02 as substantial,
moderate, and weak, respectively. Following Cohen’s criteria, the R2 values of our
endogenous constructs can be considered substantial (Table 3c), except for ICI
(R2 5 0.252), which falls at the upper bounds of moderate. Table 3c also shows that the
Stone-Geisser Q2 value for all constructs is higher than zero, indicating an acceptable
predictive accuracy of the PLS model for each endogenous construct (Hair et al., 2019).

5.2 Analysis of structural model
We applied PLS-SEM using the bootstrapping technique (with 5,000 subsamples) to compute
the path coefficients (β values) of the hypothesized relationships and to test their significance
(Figure 2). For the three hypotheses under H1 on the relationships between SCCRMS and the
three forms of cyber integration (ICI, SCI, CCI), only H1a on the relationship between SCCRMS
and ICI was supported, leaving H1b and H1c without empirical support. This suggests that
applying SCCRMS influences the internal cyber integration of the focal firm, but not its
external integration with either its upstream or downstream partners. In turn, a positive
effect of ICI was found on both SCI and CCI, providing support for both H2a and H2b. This
indicates that integrating externally for cybersecurity—with both suppliers and customers—
is influenced by integrating internally for the same purpose. As for the SC’s cyber resilience
and robustness, the results showed that both SCCRe and SCCRo were positively influenced
by ICI and CCI, providing support for each of H3a and H5a on SCCRe, and H3b and H5b on
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a. Estimation of the measurement model parameters
Construct Item Mean SD Loading CR AVE

Supply chain cyber risk management strategies
(SCCRMS)

RiskStra-1 3.879 0.949 0.800 0.829 0.494
RiskStra-2 3.941 1.002 0.666
RiskStra-3 3.938 0.993 0.625
RiskStra-4 3.987 0.986 0.685
RiskStra-5 4.083 0.890 0.726

Internal cyber integration (ICI) IntInteg-1 3.814 1.019 0.797 0.881 0.596
IntInteg-2 3.657 1.069 0.781
IntInteg-3 3.769 1.075 0.766
IntInteg-4 3.747 1.127 0.735
IntInteg-5 3.778 1.071 0.779

Supplier cyber integration (SCI) SupInteg-1 3.604 1.082 0.792 0.884 0.604
SupInteg-2 3.593 1.172 0.767
SupInteg-3 3.548 1.121 0.761
SupInteg-4 3.414 1.230 0.768
SupInteg-5 3.618 1.156 0.798

Customer cyber integration (CCI) CustInteg-1 3.648 1.084 0.794 0.881 0.596
CustInteg-2 3.598 1.106 0.725
CustInteg-3 3.510 1.191 0.765
CustInteg-4 3.461 1.251 0.777
CustInteg-5 3.593 1.136 0.798

Supply chain cyber resilience (SCCRe) CyResil-1 3.995 0.831 0.763 0.805 0.580
CyResil-2 3.828 0.906 0.786
CyResil-3 3.898 0.957 0.734

Supply chain cyber robustness (SCCRo) CyRobust-1 3.862 0.930 0.778 0.778 0.540
CyRobust-2 3.953 0.878 0.658
CyRobust-3 4.003 0.921 0.763

b. Discriminant validity of constructs

SCCRMS ICI SCI CCI SCCRe SCCRo Size
Ind-
Nutr

Ind-
Infra

Ind-
Elec

Ind-
Enrg

SCCRMS 0.703 0.632 0.496 0.435 0.746 0.718 0.239 0.104 0.121 0.182 0.067
ICI 0.502 0.772 0.758 0.743 0.692 0.666 0.222 0.073 0.094 0.124 0.053
SCI 0.400 0.633 0.777 0.890 0.589 0.563 0.170 0.070 0.128 0.147 0.040
CCI 0.348 0.618 0.741 0.772 0.639 0.717 0.151 0.045 0.158 0.118 0.081
SCCRe 0.518 0.504 0.433 0.466 0.761 0.887 0.073 0.122 0.016 0.151 0.078
SCCRo 0.468 0.463 0.392 0.500 0.538 0.735 0.118 0.067 0.094 0.067 0.083
Size 0.207 0.200 0.158 0.137 0.058 0.084 1.000 0.145 0.060 0.026 0.001
Ind-Nutr �0.077 �0.065 �0.061 �0.024 �0.076 0.036 0.145 1.000 0.284 0.226 0.214
Ind-Infra 0.097 �0.087 �0.115 �0.143 �0.002 �0.066 �0.060 �0.284 1.000 0.213 0.201
Ind-Elec 0.154 0.112 0.136 0.107 0.120 0.051 0.026 �0.226 �0.213 1.000 0.160
Ind-Enrg 0.054 0.049 �0.021 �0.044 0.032 0.004 �0.001 �0.214 �0.201 �0.160 1.000
Note(s): Diagonal values: square roots of AVE; below diagonal values: correlations; above diagonal values:
HTMT

c. Quality of the structural model
SCCRMS ICI SCI CCI SCCRe SCCRo

R2 – 0.252 0.410 0.384 0.309 0.295
Q2 – 0.238 0.144 0.107 0.161 0.134

Source(s): Created by authors

Table 3.
Model parameters,

validity and
quality tests
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SCCRo. In contrast, no significant impact of SCI was detected on either SCCRe or SCCRo, thus
rejecting both H4a and H4b. This indicates that it is the firm’s internal cyber integration as
well as that with its customers that impact the SC’s cyber resilience and robustness, but not
its cyber integration with suppliers.

Figure 2 further shows that the effect of firm size was not supported on either SCCRe or
SCCRo. This signals that despite large firms’ superior access to resources and the
sophistication of their cyber practices (Ghadge et al., 2020), small firms seem to offset the
effect of size with their greater agility and responsiveness to cyberthreats—despite their
limited investment capacity in cybersecurity assets (Melnyk et al., 2022). Moreover, Figure 2
reveals a marginally significant impact (p < 0.05) of the infrastructure and transport
machinery industry [Ind-Infra] on SCCRe, while belonging to the other industries had no
effect. This may suggest that firms within this segment implement more advanced cyber risk
measures due to larger available investments and stricter regulatory mandates.

Finally, we performed post-hoc tests to detect the indirect effects in our model (Table 4).
The results confirmed our primary findings by revealing an indirect effect of SCCRMS on
SCCRe and SCCRo when mediated by ICI alone or together with CCI, while joint mediation of
ICI and SCI between SCCRMS and both SCCRe and SCCRo was not supported.

6. Discussion
Our findings suggest that when focal firms devise SC-oriented strategies for managing SC
cyber risks—pursuing elements from NIST’s framework (identify, protect, detect, respond,
recover) tailored to an SC context—they tend to prioritize implementing these strategies
internally rather than extending them to SC partners. This preference may stem from a desire
to reach a “cyber hygiene” state through internal, cross-functional integration for SC

β = 0.206, t = 1.484
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cybersecurity (e.g. firm-wide training on data privacy protocols for the SC)—yet without
transferring such strategies to external entities. A potential explanation here is that firms
began differentiating between firm-level cyber risks and SC-level cyber risks that spread
through SC interdependencies (Confente et al., 2019), leading them to deem external
integration for cybersecurity strategies unnecessary. This may also indicate SC managers’
hesitance to share SCCRMSwith external parties due to the sensitive nature of cybersecurity,
thus limiting their joint efforts. Nonetheless, we find this surprising, given that SCCRMS are
inherently SC-oriented (outward-facing), yet external SC partners—who may play key roles
in executing these strategies (Colicchia et al., 2019)—do not seem directly involved for their
fulfillment. This rejects the notion that focal firms impetuously rush to their SC partners to
cope with cyberthreats coming from both streams of their SCs (given their worrisome rise
lately); and instead, follow a calculative “get your cyberspace in order before you cyber
integrate with the world” approach. While this result supports DCV’s premise on the focal
firm’s flexibility to actively engage in reconnaissance, defense, and pervasive learning to deal
with cyberthreats (Naseer et al., 2024), it places less emphasis on the “team sport” element that
advocates for extending surveillance and mitigation ambitions to suppliers and customers.

In terms of cyber resilience and robustness, our results revealed a positive effect of ICI and
CCI on both SCCRe and SCCRo, while SCI affected neither. The revealed effects of ICI may
signal a vital need for the focal firm’s internal integration to enable cyber resilience and
robustness at the SC level—even if cyberattacks tend to occur several tiers away from the
focal firm (Pandey et al., 2020). In fact, onemay argue that ICI occupies a central orchestrating
role for SC cybersecurity altogether, given its all-rounded impact on SCI, CCI, SCCRe, and
SCCRo (Figure 2). When it comes to external SC partners, we saw that only cyber integration
with customers had an impact on SCCRe and SCCRo, leaving suppliers untended on both
fronts. These results, in aggregate, provide partial empirical support to Melnyk et al.’s (2022)
conceptual suggestion by fully backing intra-firm alignment for enhanced SC cybersecurity
and partially backing inter-firm alignment toward that end. The results also partially validate
Friday et al.’s (2024) proposition by showing that relational ties, especially with customers,
may indeed influence SC cybersecurity. However, our findings also reflect the challenging
nature of achieving meaningful cyber integration with suppliers, despite the common belief
that (traditional) upstream integration enhances SC performance more effectively than
downstream integration (Jajja et al., 2018; Yu et al., 2013).

Dissecting the results further, the positive effect of ICI on SCI signals a growing buyer-
supplier integration (backed by intra-buyer integration) in dealing with cyberthreats coming
from theupstreamSC.To exemplify, IT staff at a focal firmmay collaboratewith supplier-facing

Path β t-value Significance

SCCRMS → ICI → SCCRe 0.164 4.227 **
SCCRMS → ICI → SCCRo 0.134 3.408 **
SCCRMS → SCI → SCCRe 0.007 0.670 n
SCCRMS → SCI → SCCRo �0.005 0.544 n
SCCRMS → CCI → SCCRe 0.012 0.739 n
SCCRMS → CCI → SCCRo 0.019 0.799 n
SCCRMS → ICI → SCI → SCCRe 0.019 0.894 n
SCCRMS → ICI → SCI → SCCRo �0.014 0.584 n
SCCRMS → ICI → CCI → SCCRe 0.069 3.264 **
SCCRMS → ICI → CCI → SCCRo 0.113 4.334 **

Note(s): Critical t-values 1.96* (p < 0.05); 2.58** (p < 0.01)
Source(s): Created by authors

Table 4.
Post-hoc tests: indirect

effects
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staff (e.g. purchasing, operations) to formulate “cyber-informed” Supplier Code of Conduct (CoC)
and Standard Operating Procedures (SOPs). These measures may prepare supplier-facing staff
to enact relational mechanisms with suppliers (directly or through third parties) for SC
cybersecurity. Examples include jointly securing supplier portals (Boyes, 2015) or performing
regular security audits on them (Windelberg, 2016). However, these measures were not found to
enhance either SCCRe or SCCRo, suggesting that: (1) cyber integration with suppliers may be
ineffective for regaining or maintaining the SC’s cyberhealth, (2) today’s SCs have not yet
reached an advanced level of upstream cyber maturity, (3) it could be difficult to manage
suppliers with varying degrees of cyber readiness, and/or (4) focal firms simply switch suppliers
that do not adhere to their security mandates (e.g. ISO/IEC 27001) before an impact on the SC’s
cyberhealth occurs. An RV-informed reader might also deduce that SCI did not function as
expected to leverage the SC’s competitive edge through a superior cybersecurity posture. In
other words, SCI practices appear to have not matured sufficiently to establish cybersecurity
programs capable of generating relational rents indicative of a significant competitive
advantage. This partially rejects Sobb et al.’s (2020) view by disregarding upstream integration
as a medium for promoting the SC’s competitive advantage based on its cybersecurity status.

Considering downstream partners, the positive effect of ICI on CCI signals increased
awareness of focal firms and their customers alike about the harms cyberattacks may
bring to both of their entities. This brings an update to Jensen’s (2015) note that customers
did not often ask about cybersecurity concerns when striking the deal. To exemplify intra-
and inter-firm cyber integration with customers, the focal firm’s IT staff may be working
jointly with its customer-facing staff (e.g. sales, marketing) to create Service Level
Agreements (SLAs) that cover protecting customers’ records (e.g. credit card information)
from being compromised. This may lay the foundation for external integration with
customers for cybersecurity, such as tailoring collaborative interfaces for secure data
sharing (Colicchia et al., 2019) or adjusting SLAs to meet both parties’ expectations. Since
CCI played a significant role in enhancing both SCCRe and SCCRo (in contrast to SCI), such
joint-customer measuresmay assist the SC to bounce back, adapt, and transform in the face
of cyberattacks as well as maintain its function despite the attacks—leading to what could
possibly be called a “cyber hardy” SC. This brings conformity with RV on the downstream
side of the SC, suggesting that enacting relational mechanisms—particularly with
customers—may indeed create benefits (or relational rents) for the SC beyond mere cost
savings, represented here by an enhanced cybersecurity posture that is possibly unique
enough to contribute to the SC’s competitiveness.

7. Conclusions
7.1 Theoretical contributions
In this research, we hypothesized and tested the paths through which a company’s SC cyber
risk management posture translates into dynamic capabilities in the form of SC integration
that could, then, yield meaningful cyber protections for the SC. Specifically, we examined the
relationships between SCCRMS, SC cyber integration (with suppliers–SCI; customers–CCI;
and internally–ICI) and SCCRe and SCCRo. The results revealed an impact of SCCRMS on ICI,
which, in turn, impacted external cyber integration with both suppliers (SCI) and customers
(CCI). Further, a positive effect of ICI and CCI on both SCCRe and SCCRowas found, while SCI
impacted neither.

This research bridges the established domain of SCRM and the emergent field of SC
cybersecurity by forming and testing novel relationships between SCRM-rooted constructs
tailored to an SC cyber risk context. In doing so, it moves the investigation of SC
cybersecurity a vital step beyond mere conceptualization or description, thus responding to
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urgent calls from the SCM community (Barbieri et al., 2021; Friday et al., 2024; Melnyk et al.,
2022). Further, our work falls into the “theory expanders” category—where theory testing
and building intersect (Colquitt and Zapata-Phelan, 2007)—as it introduces new constructs to
SCRM while grounding its predictions in established DCV and RV theories.

Starting with theory building, we introduced new (or hybrid) constructs to the SCRM field
to address the unique challenges of SC cyber risks. This was achieved by either adapting
prominent measures from the cybersecurity practice to SCRM or modifying existing
measures from SCRM to a cybersecurity context. For instance, SCCRMS was rooted in the
practice-oriented NIST Cybersecurity Framework, which we tailored to create outward-
facing strategies to deal with SC cyber risks. In turn, SCCRe and SCCRo were rooted in the
concepts of SC resilience and robustness from SCRM, which we subsequently adapted by
specifying cyberattacks as an explicit form of SC disruptions. We demonstrated, both
conceptually and empirically, the utility of our new constructs and their effectiveness in
dealing with SC cyber risks. Conceptually, we provided definitions for each construct after
tracing their respective evolution in the SCRM literature to reflect an SC cyber risk
understanding. Empirically, the positive relationships detected in our model (with high item-
loadings and 7 out of 11 supported hypotheses) verify the coherence and interdependence of
our constructs, making them ready to operationalize in further research. In light of this, we
urge SCM scholars to avoid “reinventing the wheel”when investigating the SC cybersecurity
phenomenon and, instead, ground future inquiry in established, albeit adapted, SCRM
knowledge.

Moving toward theory testing, this research tested the premises of DCV and RV—two
widely used theoretical lenses in SCRM—in the underexplored context of SC cybersecurity.
Starting with the former, while DCV has been applied to a variety of SC practices and
phenomena, its use in the cyber risk context, in particular, is far more limited, with notable
exceptions (e.g. Herburger, 2022; Naseer et al., 2024). In our investigation, DCV offered a
vital lens through which internal and external integration capabilities fulfilled the VRIN
tenets of RBV, but in a preventive mode toward mitigation of losses. Rather than pursuing
upside potential, which is common to most DCV studies related to opportunity-seeking
behaviors in highly dynamic environments, we sought to underscore the need and viability
of preventing losses through coordinated efforts to control and manage SC cyber risks in
real time. Conceptually, the sensing/seizing/maintaining approach to opportunities (per
DCV) lends itself to addressing the problem identification and resolution processes
common to SC resilience, a parallel acknowledged in previous research (Stadtfeld and
Gruchmann, 2024). Empirically, testing DCV in the pursuit of SCCRe and SCCRo through
cyber integration mechanisms, in light of the distinctions between traditional SC risks and
SC cyber risks, provides a new take of DCV and lays the foundation for further research in
this area.

In turn, our testing of RV revealed the role of external SC cyber integration (i.e. with
suppliers and customers) in promoting the SC’s cybersecurity posture. This brought new
nuances to previous SCRM research that utilized RV to understand joint efforts tackling
(traditional) SC disruptions. For instance, Wieland and Wallenburg (2013) did not detect a
positive effect of SC integration (which was measured by a combined construct on both
suppliers and customers) on traditional SC robustness. In the cyber domain, our findings
show that cyber integration does impact cyber robustness, particularly via integrating
internally and with customers. This indicates that RV functions differently under SC cyber
risks—thus empirically verifying the need to treat such risks differently as proposed in our
work. Further, this research brings attention to the fact that integration can have both
benefits and drawbacks with respect to SC cybersecurity, challenging the core assumption of
RV that only considers joint relationships as a means of positive outcomes embodied in
relational rents. In other words, the contingency of SC cyber risks upon SC interdependencies
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can turn integration efforts (e.g. open communication, IT coupling) into a negative precursor
to relational rents, since cyberthreats can traverse across the established links to cause
negative consequences for the collaborating partners. We carefully utilized this notion while
building our SC cyber integration constructs, calling for a balanced (or “wise”) form of
integration that accounts for the risks and rewards of integration on both the SC’s
performance and its cyberhealth.

7.2 Managerial implications
This research offers several managerial implications. First, while industry practitioners
have accumulated years of experience in managing traditional SC risks stemming from
both man-made and natural events, they are still grappling with the full implications of
cyberthreats on their firms and SCs. This research supports their journey in understanding
and planning for cybersecurity events by highlighting how SC cyber risks deviate from
traditional SC risks across the dimensions of interdependencies, dynamism, anonymity, IT
department involvement, ripple effects, intentions, and targeted assets. This
understanding may enable practitioners to adapt their risk management strategies,
resources, protocols, and relationships (both internally and externally) to address the
unique nature of SC cyber risks.

Second, this research revealed the importance of SCCRMS as a facilitator of internal, cross-
functional integration for SC cybersecurity. Although these strategies are—and arguably
should be—outward-oriented to embrace an inter-firm scope (given the proliferation of
cyberattacks across the SC), we noted that focal firms disperse such strategies internally
without directly involving their external SC partners for their fulfillment. Nonetheless, we
advise focal firms to involve IT managers together with managers from customer-facing
functions (e.g. marketing) and supplier-facing functions (e.g. purchasing) when devising their
SCCRMS, given the technical nature of SC cybersecurity and the revealed impact of ICI on both
SCI andCCI. Such intra- and inter-firm involvementsmay be carried out by leveragingdynamic
capabilities and knowledge-sharing routines to handle cybersecurity concerns, e.g. through
continuous co-training on data privacy protocols and joint decision-making on security audits.

Third, since ICI and CCI played important roles in enhancing SCCRe and SCCRo, firms
may consider intensifying their internal integration efforts alongside those with their
customers (directly, or through third-party vendors) to preserve the cyberhealth of their SCs.
Here, all relevant departments at the focal firm may co-develop SCCRMS to prepare the
department in contact with customers with cyber-informed SLAs covering coordinated and
measurable protocols to jointly identify, protect, detect, respond, and recover from
cyberattacks. As empirically found, this might not only help their SC to bounce back and
adapt in the face of cyberattacks (SCCRe), but also promote the SC’s ability to withstand
future cyberthreats (SCCRo).

In turn, since SCI did not have an impact on either SCCRe or SCCRo, we urge focal firms
to revisit their relationships with suppliers to identify possible reasons why their joint
upstream efforts are not contributing to their SC’s cyberhealth. Here, it is important to
note that suppliers—especially SMEs—may lack the knowledge or resources necessary
to improve their cybersecurity status. Moreover, suppliers that are expected to make
investments in cybersecurity assets may not directly benefit from them, creating
responsibility versus accountability riddles in tackling cyberthreats amid SCs. In light of
this, a recent report highlights ongoing debates over a potentially controversial law to
shift liability for cybersecurity failures to the companies that caused them (Newman,
2023). But currently, suppliers that are forced to comply with cyber mandates tend to
make immediate changes, delay compliance, create a false pretense of compliance, or
leave the SC (Friday et al., 2024). The latter scenario can be particularly challenging due to
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the time-consuming process of onboarding a new supplier and the potential loss of unique
capabilities possessed by the departing supplier. To address this, focal firms may
encourage SCI by providing financial and technical support to improve their suppliers’
cyber readiness and incorporating cyber risk measures into their requests for proposals,
CoCs, and supplier evaluation processes.

7.3 Limitations and further research
Several limitations should be noted in this research. First, we only covered the views of focal
firms (given their central position in SCs)—though we asked respondents about their SC
partners. Other SC actorsmay offer a different take on the topic, especially SME suppliers who
are typicallymost vulnerable to cyberthreats (Melnyk et al., 2022). This is especially important
since these suppliers often lack the know-how related to cybersecurity and the financial
capacity to invest in cyber assets. Second, response bias may still exist since we approached
single respondents with SC-related expertise only. Despite carefully targeting these
respondents through strict screening and data cleaning measures, other functions in the
firm, like IT, may offer a different view—given the cross-functional nature of cybersecurity.
This limitation could also be rectified through in-depth case studies involving various
functions in the firm or by analyzing archival data on SC cyberbreaches and mitigation
procedures. Third, although this research recognizes that integration with external partners
can have both risks and benefits with respect to SC cybersecurity, the findings revealed only
the beneficial side of the concept. This opens the door for further research to investigate when
integration is advised to enhance SC cybersecurity andwhen it should be limited to protect the
focal firm. Fourth, firms today might still be learning how to deal with cyberthreats in their
SCs, making one wonder if this investigation was conducted a bit too early. Here, we deem the
timeframe of this study highly suitable, since most firms have already witnessed cyberthreats
in one way or another (IBM, 2024). Yet, we also encourage further research to replicate the
analysis in the near future to see whether the results hold when cybersecurity practices across
SCs are further established. Fifth, more research is needed to understand why the
infrastructure and transport machinery sector has a greater influence on SCCRe compared
to other sectors, as found in this study. Lastly, although we covered a large sample of US
manufacturers, we recommend replicating the analysis in other sectors/countries to see if
similar results can be obtained.

Notes

1. See Supplementary Material for details about the contributions of this research compared to extant
literature.

2. See Supplementary Material for extended discussion on the differences and similarities between
traditional SC risks and SC cyber risks.

3. We chose middle managers (or above) for the job level because these are more likely to be (1)
informed about their firm’s SC strategy, (2) in contact with their firms’ suppliers, customers, and
other third-party vendors, and (3) acquainted with their firm’s agreement with its SC partners.

4. One may note a high number of screened-out respondents, which could be unexpected given that
screening criteria were initially implemented by the survey management firm. The rationale here is
that most screened-out respondents belonged to junior management or were not in contact with SC
partners on a daily basis—two criteria that are rather hard to fully detect in a subscribers list of a
given survey research firm.

5. The 10-min threshold was decided after extensive tests by volunteering experts and the authors
themselves.
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Appendix

Questionnaire (items used in this study) 
In this Survey,
• A Supply Chain refers to a set of three or more entities (firms or individuals) directly involved in the upstream and downstream flows of products, 

services, finances, and/or information from raw materials to end consumers.     
• A Cyberattack is any intentional or unintentional action or assault (using a computer, network, or hardware device) on the supply chain system that

may compromise its processes, procedures, and delivery of products, information flows, and services.
Below is a graphical example of a typical supply chain in today’s modern business. Please consider your firm as the “Manufacturer” when answering the
survey questions.

Supply chain cyber risk management strategies (adapted from NIST Cybersecurity Framework – NIST, 2018)
From a supply chain cyber risk management perspective, which of the following statements apply to your strategy?
(1 – strongly inapplicable; 5 – strongly applicable).
- [RiskStra-1] We aim to identify cyberattacks targeting our supply chain (using, e.g., asset management, business environment, governance, risk 

assessment, risk management).
- [RiskStra-2] We aim to protect ourselves from cyberattacks targeting our supply chain (using, e.g., access control, awareness & training, data security,

info protection processes & procedures, maintenance, protective technology).
- [RiskStra-3] We aim to detect cyberattacks targeting our supply chain (using, e.g., animalities and events, security continuous improvement, detection

processes).
- [RiskStra-4] We aim to respond to cyberattacks targeting our supply chain (using, e.g., response planning, communications, analysis, mitigation, 

improvements).
- [RiskStra-5] We aim to recover from cyberattacks targeting our supply chain (using, e.g., recovery planning, improvements, communications).

Internal cyber integration (adapted from Chowdhury and Quaddus, 2017; Dyer and Singh, 1998; Schreiner et al., 2009)
To what extent do you internally engage in the following practices to improve cybersecurity? (1 – to a very small extent; 5 – to a very large extent)
- [IntInteg-1] Active information sharing.
- [IntInteg-2] Attaining mutual understanding.
- [IntInteg-3] Joint decision-making.
- [IntInteg-4] Integrating IT systems.
- [IntInteg-5] Learning from each other / joint learning.

Supplier cyber integration (adapted from Chowdhury and Quaddus, 2017; Dyer and Singh, 1998; Schreiner et al., 2009)
To what extent do you engage in the following practices with your suppliers (directly or through third parties) to improve cybersecurity? (1 – to a very
small extent; 5 – to a very large extent)
- [SupInteg-1] Active information sharing.
- [SupInteg-2] Attaining mutual understanding.
- [SupInteg-3] Joint decision-making.
- [SupInteg-4] Integrating IT systems.
- [SupInteg-5] Learning from each other / joint learning.

Customer cyber integration (adapted from Chowdhury and Quaddus, 2017; Dyer and Singh, 1998; Schreiner et al., 2009)
To what extent do you engage in the following practices with your customers (directly or through third parties) to improve cybersecurity?  (1 – to a very
small extent; 5 – to a very large extent)
- [CustInteg-1] Active information sharing.
- [CustInteg-2] Attaining mutual understanding. 
- [CustInteg-3] Joint decision-making.
- [CustInteg-4] Integrating IT systems.
- [CustInteg-5] Learning from each other / joint learning.

Supply chain cyber resilience (adapted from Ambulkar et al., 2015; Chowdhury and Quaddus, 2017; El Baz and Ruel, 2021)
From a supply chain perspective, which of the following statements apply to your cybersecurity performance? (1 – strongly inapplicable; 5 – strongly
applicable)
- [CyResil-1] We are able to cope with changes caused by cyberattacks on our supply chain.
- [CyResil-2] We are able to adapt to changes caused by cyberattacks on our supply chain.
- [CyResil-3] We are able to develop a variety of possible solutions to changes caused by cyberattacks on our supply chain.

Supply chain cyber robustness (adapted from Durach et al., 2015; El Baz and Ruel, 2021; Wieland and Wallenburg, 2012)
From a supply chain perspective, which of the following statements apply to your cybersecurity performance? (1 – strongly inapplicable; 5 – strongly
applicable)
- [CyRobust-1] We are able to retain the same stable situation we had before cyberattacks on our supply chain.
- [CyRobust-2] We have sufficient time to develop a reasonable reaction to changes caused by cyberattacks on our supply chain.
- [CyRobust-3] We are able to maintain our operational capacity despite changes caused by cyberattacks on our supply chain.
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