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Abstract

Purpose — As home users are increasingly responsible for securing their computing devices and home
networks, there is a growing need to develop interventions to assist them in protecting their home networking
devices, which are vulnerable to attack. To this end, this paper aims to examine the motivating factors that
drive South African fibre users to protect their home networking devices.
Design/methodology/approach — Using the protection motivation theory as the primary framework, a
measurement instrument comprising 53 questionnaire items was developed to measure 13 constructs. The
study collected empirical data from a sample of 392 South African home fibre users and evaluated the
research model using structural equation modelling.

Findings — The evaluation showed a good fit, with 12 out of 15 predicted hypotheses being accepted for the
final research model, contributing to the understanding of the factors that motivate home users to protect
their home networking devices.

Originality/value — To the best of the authors’ knowledge, this study is the first to model the factors that
drive South African home fibre users to protect their home networking devices. Knowing these factors could
help home internet service providers and security software vendors of home products to develop security
interventions that could assist home fibre users to secure their home networking devices.
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1. Introduction

The rapid growth of internet usage and security threats has made organisations and
individuals more susceptible to cybercrime. Despite efforts to protect data, cybercriminals
are evolving faster than security measures, rendering traditional methods ineffective
(ActionFraud, 2020). As a result, organisations and individuals are increasing their
spending on cybersecurity. The global cost of cybersecurity threats was projected to reach
US$6tn in 2021, doubling from US$3tn in 2015 (Herjavec Group, 2020).

With 5 billion people using the internet (Statista, 2022a), it is crucial to take the security
practices of home users seriously. Their actions can impact not only their own environment
but also the entire cyberspace. New internet risks and attacks are emerging from trends like
the Internet of Things (IoT) (Kopetz and Steiner, 2022) and Smart Home Services (Andrade
et al., 2020). Therefore, studying and addressing the security challenges faced by home users
is essential to mitigate the growing threat of cybercrime.

By 2025, the number of users connected to IoT devices is expected to reach 7544 billion
globally, a significant increase from 4262 billion in 2022 (Statista, 2022b). In addition,
approximately 290 million individuals were expected to be using smart home devices by the end
of 2022 (Statista, 2022¢). This amplifies the number of home users vulnerable to online threats.

In March 2020, the declaration of COVID-19 as a global pandemic by the World Health
Organisation resulted in a significant shift towards remote work. This situation heightened
the existing risks and internet threats faced by home users. According to Panda Security
(2020), there was a 400% increase in internet scams during this period, making COVID-19 a
playground for the most significant cybersecurity threats. Email phishing attacks were
the most prevalent security vulnerabilities encountered while working from home, with the
financial and healthcare sectors being impacted particularly by security breaches. The
healthcare industry, in particular, suffered severe consequences from cybersecurity
breaches, amounting to US$10.10m (Panda Security, 2020). In 2020, worldwide government
IT spending was projected to surpass US$438bn (Gartner, 2020).

A global survey of IT and IT security personnel from various countries indicated that
71% of organisations are very concerned about the risk of data breaches caused by remote
workers (Ponemon Institute, 2020). The effectiveness of organisational IT security dropped
from 71% to 44% owing to the COVID-19 pandemic. In addition, 73% of respondents
expressed concern about the lack of adequate training on secure access to company
resources while working remotely (Ponemon Institute, 2020).

The adoption of fibre-to-the-home among home users has increased significantly, with
subscriptions in South Africa experiencing a surge of 5,000% between 2015 and 2019, as
reported in the State of the ICT Sector report ICASA, 2020). The number of fibre customers
in the country rose from 31,843 in 2015 to 1.6 million in 2019 (ICASA, 2020).

The prevalence of multiple electronic devices such as smartphones, tablets, IoT devices,
desktops and laptops among home users has expanded the potential targets for hackers and
virus distributors (Li et al., 2022a, 2022b). These devices are vulnerable to various threats
when connected to the internet, including ransomware, information theft, fraudulent
advertisements and phishing attacks (Li et al., 2022a, 2022b).

Applying organisational security practices directly to home-user environments may
have limitations owing to the differences in user experience and control. Home users are
responsible for their own network security and often lack knowledge of the technology and
its implications (Howe et al, 2012; Thompson et al, 2017). They do not have access to
technical staff for support or attend mandated security training (White et al., 2017).

Security is not solely a technological issue, since user complacency contributes to numerous
breaches (Furnell et al, 2008). With the increasing number of individuals using the internet at



home, it is crucial to understand the factors that motivate home users to implement security
measures on their networking devices (Furnell et al,, 2008). Therefore, this paper investigates and
identifies the factors that motivate home users to protect their home fibre networks against
security threats.

2. The protection motivation theory

The present study aims to explore the constructs of the protection motivation theory (PMT)
in greater detail with additional constructs from other theories. The PMT is a widely
recognised theoretical framework for explaining how individuals respond to threats and
engage in protective behaviours. The PMT comprises two primary appraisals: threat
appraisal and coping appraisal (Rogers, 1975; 1985).

Threat appraisal refers to an individual’s evaluation of the danger posed by a threat
(Sommestad et al., 2015). Researchers have defined threat appraisal in different ways, but
two primary constructs are consistently identified: perceived vulnerability and perceived
severity (Sommestad et al, 2015; Thompson et al., 2017). Perceived vulnerability is an
individual’s perception of the probability that the threat will occur, while perceived severity
is the perceived consequences of the threat if it occurs.

Coping appraisal, on the other hand, focuses on an individual’s ability to respond to the
threat and the factors that may influence their likelihood of performing a defensive or
adaptive response (Verkoeyen and Nepal, 2019). Response efficacy, self-efficacy and
response cost are the three primary constructs of coping appraisal (Rogers, 1983;
Sommestad et al.,, 2015). Response efficacy refers to the belief that a defensive or adaptive
response will help to avoid or minimise the threat. Self-efficacy refers to an individual’'s
belief in their capability to perform the defensive or adaptive response. Response cost refers
to the perceived costs associated with performing the defensive or adaptive response, which
may act as a barrier to engaging in protective behaviours.

In summary, the PMT provides a theoretical framework for understanding how individuals
respond to threats and engage in protective behaviours. The two primary appraisals, threat
appraisal and coping appraisal, have several constructs that influence an individual’s likelihood
of engaging in protective behaviours. By understanding these constructs, researchers can
develop effective interventions to promote protective behaviours and reduce risky behaviours.

3. Research model and hypotheses

This study applies the PMT to South African home fibre users and, more particularly, to the
intention to protect their home networking devices. In the context of our study, we perceive a
home user to be anyone who accesses the internet from their home networking devices using
fibre connection. Furnell ef al (2008) note that security is no longer just a technological problem.
Home users now play a critical part in protecting important assets, with many breaches taking
advantage of user complacency. Given the exponential growth in the number of people using
the internet at home, it makes sense to study the home-user environment. We will discuss our
research model, as shown in Figure 1, by first elaborating on threat appraisal and coping
appraisal and consequently clarifying the hypothesised relationships of our research model.

3.1 Threat appraisal

The PMT’s threat appraisal dimension comprises three constructs, namely, perceived
vulnerability, perceived severity and rewards (Rogers, 1975; 1985). However, this study will only
consider perceived vulnerability and perceived severity, as rewards will not be included. The
exclusion of rewards is not uncommon, as previous studies (Ifinedo, 2012; Tsai et al, 2016;
Verkijika, 2018) have also omitted this construct. It is argued that response cost and rewards can
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Figure 1.
Conceptual model
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Source: Own work, based on PMT by Rogers (1975)

be combined into a single construct, as demonstrated in the Hanus and Vu (2016) study.
Therefore, response cost was chosen over rewards to be included in the proposed model.

3.1.1 Perceived vulnerability. Perceived vulnerability, according to Ifinedo (2012), refers
to an individual’s self-assessment of the likelihood of a security threat occurring. It reflects an
individual’s perception of their susceptibility to the threat. Perceived vulnerability has been
shown to have a significant impact on security behaviour in organisational settings (Ifinedo,
2012; Vance et al., 2012). However, its effect in other contexts is somewhat inconsistent. For
instance, Thompson et al. (2017) found that perceived vulnerability has a significant positive
effect on security behaviours in the context of personal computing. In contrast, Woon ef al.
(2005) did not find a significant association between perceived vulnerability and the
motivation to secure wireless networks. Despite the mixed findings, we postulate that
perceived vulnerability will have a positive influence on home users’ intention to protect their
home networking devices. Hence, we propose the following hypothesis:

HI10. Perceived vulnerability will influence the motivation to protect home networking
devices positively.

3.1.2 Perceived severity. Perceived severity and perceived vulnerability have been widely
recognised in literature to influence security practices positively. Specifically, individuals who
perceive high levels of vulnerability and severity are more likely to take protective measures to
secure their personal devices (Tsai et al, 2016; Verkijika, 2018). For instance, Thompson et al
(2017) found that perceived vulnerability has a significant positive effect on security intention for
mobile devices. However, Crossler (2010) discovered a negative relationship between perceived
severity and determinants for backing up personal data, which contrasts with the general



postulation. These mixed results from prior studies highlight the need for further investigation
into the influence of threat appraisal dimensions on security practices in other contexts, such as
the security of home networking devices.

Building on the findings of Verkijika (2018) and Thompson et al. (2017), this study
postulates a positive relationship between perceived severity and motivation to protect
home networking devices. Specifically, it is predicted that individuals who perceive a high
level of security breach on their home networking devices will be more inclined to protect
them. Thus, the following hypothesis is proposed:

HI1. Perceived severity will influence the motivation to protect home networking
devices positively.

3.2 Coping appraisal

In the PMT, the coping appraisal dimension encompasses response efficacy, self-efficacy
and response cost. Despite individuals perceiving a high likelihood and severity of a
threatening event, they may or may not take protective measures. Therefore, the coping
appraisal dimension is crucial in determining whether individuals adopt a given coping
response. Previous research by Crossler and Belanger (2014) highlights the importance of
the coping dimension in determining individuals’ adoption of coping responses.
Furthermore, Verkijika (2018) notes that the coping appraisal dimensions have been shown
to have a more significant and positive relationship with information security intentions in
various contexts compared to the threat appraisal dimensions.

3.2.1 Response and self-efficacy. Several studies have emphasised the crucial role played by
the two efficacy dimensions (self-efficacy and response efficacy) in driving the coping dimension
of the PMT (Crossler and Belanger, 2014; Ifinedo, 2012; Rogers, 1983; Thompson et al, 2017;
Verkijika, 2018). The literature suggests that an individual’s perceived control over performing a
behaviour is primarily influenced by their belief in possessing the necessary knowledge and
skills, instilling confidence in their ability to execute the behaviour. In addition, response efficacy
pertains to the individual’s belief in the perceived benefits arising from their actions (Ifinedo,
2012; Rogers, 1983; Verkijika, 2018). Based on this understanding, this study posits the following
hypotheses concerning self-efficacy and response cost:

HI12. Response efficacy will influence the motivation to protect home networking
devices positively.

HI13. Self-efficacy will influence the motivation to protect home networking devices
positively.

3.2.2 Response cost. The coping appraisal dimension of the PMT concludes with response cost,
which refers to the costs associated with engaging in a protective behaviour. These costs can take
various forms, such as time, money, effort and convenience. As stated by Rogers (1983), and
supported by Verkijika (2018), when the cost of engaging in a protective behaviour is high,
individuals are less likely to adopt said behaviour. This assertion is well established in the
literature, with studies such as those by Tsai et al (2016), Vance et al. (2012) and Verkijika (2018)
showing a significant negative relationship between response cost and motivation to protect.
Therefore, this study postulates the following hypothesis for response cost:

HI14. Response cost will influence the motivation to protect home networking devices
negatively.
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3.3 Motivation to protect

The concept of motivation to protect has been suggested to be a robust predictor of human
behaviour. Several studies have investigated the relationship between motivation to protect and
self-reported protection behaviour, including those conducted by Li et @l (2019), Liang and Xue
(2010) and Verkijika (2018). It is worth noting that a significant number of studies tend to focus on
measuring future behavioural intentions, rather than assessing current behavioural activities.
However, recent studies by Li ef al (2019) and Boss ef al (2015) have adopted a self-reporting
approach, by which participants are asked questions about their current behaviour.

In line with this approach, the current study seeks to investigate the security behaviours
of home users with respect to their networking devices. Participants were asked to report on
their current security practices, including whether they changed the login credentials on
their devices when they received them, whether they updated the firmware and whether
they reviewed security features before installing them.

Previous research has demonstrated a positive relationship between avoidance
motivation and self-reported avoidance behaviour in the context of personal computer usage
(Liang and Xue, 2010). Based on these findings and the results of other studies, this study
hypothesises that motivation to protect will have a positive relationship with protection
behaviour. Specifically, when home users are motivated to protect their networking devices,
and possess the necessary resources and skills, they are more likely to engage in protective
behaviour. Therefore, this study hypothesises the following:

HI15. Motivation to protect will influence the protection behaviour of home networking
devices positively.

3.4 Trustin service provider

The impact of trust in service providers was examined in terms of perceived vulnerability
and perceived severity of home networking devices. Specifically, the study hypothesised
that trust in service providers would have a negative effect on both perceived vulnerability
and perceived severity of home networking devices, as increased trust may lead to reduced
vigilance and a false sense of security.

While prior research has shown a positive relationship between trust and various
outcomes in different contexts (Al-Somali et al., 2009; Astrachan et al., 2014; Cheung and To,
2017; Gefen et al., 2003; Thatcher et al., 2010), the current study challenges this notion and
argues that excessive trust in service providers may leave home networking devices
vulnerable to security threats. Therefore, the study predicted a negative relationship
between trust in service providers and both perceived vulnerability and perceived severity
of home networking devices:

HI. Trust in service providers will have a negative relationship with perceived
vulnerability towards the motivation to protect home networking devices.

H2. Trust in service providers will have a negative relationship with perceived severity
towards the motivation to protect home networking devices.

We investigated the relationship between trust in technology and perceived
vulnerability, and perceived severity of home networking devices, with the
expectation that trust will have a negative impact on both variables. Previous
research has highlighted the significance of trust in predicting the adoption of new
technology (Dinev et al., 2006; Gefen et al., 2003).



According to the definition provided by Mayer et al. (1995), trust refers to the willingness
of an individual to be vulnerable to the actions of another party based on the belief that the
other party will act in their best interest, regardless of their ability to monitor or control that
party. In the context of this study, this means that the home user trusts that their home
networking devices will protect them against security threats, which may result in a
decreased likelihood of the user taking steps to safeguard their devices.

Therefore, this study hypothesised that trust in technology would impact both perceived
vulnerability and perceived severity of home networking devices negatively:

H3. Trust in technology will have a negative relationship with perceived vulnerability
towards the motivation to protect home networking devices.

H4. Trust in technology will have a negative relationship with perceived severity
towards the motivation to protect home networking devices.

3.5 Social influence

To enhance the threat appraisal of the PMT, this study introduces social influence as an
independent construct, which is expected to have a direct impact on the perceived
vulnerability and severity towards motivating individuals to protect their home networking
devices. Ajzen (1991) defines social influence as the perceived pressure to engage or refrain
from a particular behaviour based on the opinions of people who are significant to an
individual, including colleagues, friends, family members and the wider community (Cheung
and To, 2017). Such people can influence an individual’s decision-making, positively or
negatively (Kim ef al., 2013).

Research on Facebook privacy settings by Taneja et al (2014) has found that social
influence has a positive effect on individual behaviour. In the context of this study, it is
predicted that social influence will have a positive impact on both perceived vulnerability
and severity, motivating home users to protect their home networks. Hence, the following
hypotheses are tested:

Hb5. Social norms will influence perceived vulnerability towards the motivation to
protect home networking devices positively.

H6. Social norms will influence perceived severity towards the motivation to protect
home networking devices positively.

3.6 Fuacilitating conditions

The construct of facilitating conditions is concerned with the belief that necessary resources
are available to carry out a behaviour (Taylor and Todd, 1995). In this study, it is expected
that facilitating conditions will have a direct association with response efficacy. This aligns
with the findings of Taylor and Todd (1995), who discovered a positive correlation between
facilitating conditions and perceived behavioural control. In addition, Ng and Rahim (2005)
assert that response efficacy and self-efficacy pertain to internal factors, whereas facilitating
conditions pertain to external factors such as financial resources and time. Following from
this, the current study predicts a positive relationship between facilitating conditions and
response efficacy. As such, the following hypothesis is examined:

H7. Facilitating conditions will influence response efficacy positively towards the
motivation to protect home networking devices.
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We hypothesised that a direct relationship exists between technology anxiety and self-
efficacy. Previous research conducted by Thatcher and Perrewe (2002) and Compeau and
Higgins (1995) indicates a negative association between technology anxiety and self-
efficacy, implying that increased levels of anxiety can lead to lower levels of self-efficacy.
Conversely, higher levels of self-efficacy can lead to lower levels of technology anxiety. In
line with these findings, the structural model of this study predicts a negative relationship
between technology anxiety and self-efficacy. Specifically, if individuals perceive that they
are more capable of protecting their home networking devices, their technology anxiety
levels are expected to decrease and vice versa. Therefore, the hypothesis tested is:

H8. Technology anxiety will have a significant negative influence on self-efficacy
towards the motivation to protect home networking devices.

3.7 Perceived task difficulty

This study posits a negative relationship between task difficulty and self-efficacy. The idea
that task difficulty in I'T use may impact self-efficacy negatively is not a novel concept. Elie-
Dit-Cosaque ef al. (2011) discovered a negative correlation between perceived task difficulty
and perceived behavioural control (which is similar to self-efficacy) when examining the
influence of individual, contextual and social factors on perceived behavioural control of IT.
This implies that if an individual believes that using or adopting a system requires skills
that they do not currently possess, they will be less likely to have control over the system
until they gain the necessary skills to complete the task at hand (Ahuja and Thatcher, 2005).
In the context of this study, if an individual believes that they lack the skills needed to
protect their home networking devices, they are less likely to have confidence in their ability
to do so. Therefore, the following hypothesis is tested:

H9. Perceived task difficulty will have a significant negative influence on self-efficacy
towards the motivation to protect home networking devices.

4. Methodology

This study used a quantitative research design (Ishtiag, 2019) and a deductive approach
(Gelo et al., 2008) to investigate the factors influencing the protection of home networking
devices among South African home fibre users. The data were collected using self-
administered questionnaires from a sample of 392 participants. The questionnaire consisted
of three sections. Section A provided clarity and consistent understanding of home
networking devices, while Section B collected demographic-related information. Section C
comprised 53 five-point Likert scale questions that evaluated the 13 constructs of the
proposed research model in Figure 1. The self-administered questionnaire was designed
based on the PMT with additional constructs from the theory of reasoned action (TRA) and
the theory of planned behaviour in line with the proposed research model. The questionnaire
underwent a pilot test with the help of six friends who were home fibre users, and feedback
from the pilot test was integrated into the final research instrument.

The questionnaire was distributed via social networking sites, namely, Facebook,
WhatsApp, Instagram and LinkedIn. The survey link was made available for four months
and seven days, from 11 August 2021 to 17 December 2021. The data obtained from the
questionnaires were analysed using structural equation modelling (SEM) in SPSS AMOS.
The SEM was used to test the hypotheses comprehensively and to establish the significance



of the relationships among the observed variables and latent variables of the proposed
model using confirmatory factor analysis.

5. Results
5.1 Descriptive analysis
The measurement instrument was divided into three sections: Section A, which was an invitation
letter requesting consent from participants to participate in the research survey; Section B, which
was designed to collect demographic information; and Section C, which contained questions
about the construct measurement items. The descriptive statistics were based on Section B of the
questionnaire. Table 1 provides a summary of the descriptive statistics of our study.

5.1.1 Gender. We analysed the gender distribution of the participants. Out of a total of
389 responses, 384 participants specified their gender. The results revealed that 182
individuals (46.91%) identified as male, whereas 202 individuals (52.06%) identified as

South African
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Characteristics Item Frequency %
Gender Male 182 46.8
Female 199 51.2
Prefer not to say 4 1
Missing data 4 1
Age 18-25 129 35.14
26-35 132 35.96
36-45 50 13.62
46-49 21 5.72
>50 35 9.53
Prefer not to say 22 5.99
Education No schooling 1 0.3
Primary school 0 0.0
Grade 11 or lower 2 0.5
Matric 48 12.3
Undergraduate 192 495
Postgraduate 144 37.0
Prefer not to say 2 0.5
Fibre responsibility I am responsible for my own fibre connection at home 209 53.6
at home A family/household member looks after our fibre connection 46 118
I get my internet connection though my landlord, therefore he/she 54 139
is responsible for my fibre connection
I leave it up to my internet service provider to set up and 76 19.5
configure my fibre connection
['am on an employer-sponsored connection and they require full 5 13
control of my home networking device
General computer I really struggle working with a computer 13 3
skills I have basic knowledge in word processing, spreadsheet, 73 16.8
presentation, etc.
I feel comfortable working with a computer 203 46.8
T'am an expert user in working with a computer 145 334
Technical training ~ have never had a technical IT training 130 31.2
exposure I did some short courses on technical topics 101 24.2
I did a formal qualification at a university/registered training provider 161 38.6
regarding the administration/configuration of computer networks
I 'am an expert in administration/configuration of computer networks 25 6

Source: Own work

Table 1.
Respondents’
demographic data
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female, as presented in Table 6A small proportion of the participants, comprising four
individuals (1.03%), declined to state their gender, and an equal number of participants did
not respond to the gender-based question. Overall, the study demonstrated a balanced
representation of genders among participants.

5.1.2 Age. Of the total 389 responses, 367 participants provided their age, as presented
in Table 1. The age range of participants varied from 18 to over 50 years, with no upper age
limit for inclusion in the study.

The analysis revealed that the age group between 26 and 35 had the highest number of
participants, accounting for 132 (35.96%) of the sample population. The second-highest age
group was between 18 and 25, with 129 participants (35.14%). Participants between the ages
of 36 and 45 came in third, with 50 individuals (13.62%), followed by 21 individuals (5.72%)
in the age group of 46 to 50. A total of 35 participants (9.53%) were over the age of 50, while
22 responses (5.99%) did not provide age data.

Remarkably, the study findings indicated that the majority of participants interested in
home network security were aged between 18 and 45 and beyond 50, with a lower
participation rate observed among those between 46 and 50. This trend may reflect the
increased usage and familiarity of social networks among the younger generation (ages 18
to 45) and the greater sense of responsibility for network security among older participants
(over 50). Notably, the age group between 26 and 35 represented the largest number of
participants, with 35.96% of the sample, followed closely by the age group between 18 and
25, comprising 35.14% of the participants.

5.1.3 Highest level of education. Of the responses received, 390 participants (99.48%)
provided information about their level of education, as presented in Table 1. The educational
backgrounds of the participants ranged from elementary school to postgraduate degrees,
including master’s and doctoral degrees. The analysis revealed that the majority of
participants had received some form of education, with only one participant (0.26%)
reporting no formal education. Notably, no one had stopped at primary school, while two
(0.51%) participants had a Grade 11 or lower education level, and 48 (12.31%) had
matriculated. Furthermore, 193 (49.49%) participants had obtained undergraduate degrees,
such as higher certificates, diplomas and degrees, while 144 (36.92%) had completed an
honours, master’s or doctoral degree.

The findings indicated that the participants were generally well educated, with most
reporting having completed some form of higher education. However, caution should be
exercised when interpreting these results, as the sample size was relatively small (» = 392)
and may not be representative of the broader population of South African home fibre users.

In light of these findings, education could be a key factor in promoting home network
security awareness and encouraging users to take preventive measures to secure their
networking devices. Therefore, understanding the education levels of home fibre users could
inform the development and implementation of effective interventions aimed at promoting
home network security.

5.1.4 Fibre responsibility at home. The current study focuses on home fibre users,
specifically those who are responsible for the configuration and management of their home
fibre network. The study also invited anyone else who uses fibre at home to participate.
Participants were asked to identify who is responsible for their home fibre network by
selecting the statement that best reflected their scenario. The responses of the participants
are presented in Table 1.

The findings of the study indicate that the majority of the participants, 209 (53.59%),
were responsible for their own fibre connection at home. On the other hand, 46 (11.79%)
indicated that a family or household member was responsible for their fibre connection.



Furthermore, 54 (13.85%) of the participants indicated that their internet connection was
provided by their landlord, making the landlord responsible for their fibre connection. In
addition, 76 (19.49%) participants indicated that they relied on their internet service
provider to set up and configure their fibre connection. Finally, five (1.28%) participants
indicated that they were on an employer-sponsored connection, and therefore their employer
required full control of their home networking devices.

These findings confirm that the study’s ideal participants were well represented during
data collection, as the majority of participants, 53.59%, were responsible for their own fibre
connection at home. These findings provide important insights for network security
developers to understand who is responsible for securing home networks and to develop
appropriate interventions accordingly.

5.1.5 Technical traiming exposure. The assessment of participants’ general computer
skills is a crucial aspect of this study, as it provides insight into potential barriers to securing
home networking devices. Participants were asked to self-report their level of comfort when
working with computers, which is considered a vital factor in determining their ability to
safeguard their home networks. Table 1 presents the findings of the participants’ responses
regarding their level of comfort when working with computers.

Of the valid responses collected, 13 (3.00%) participants reported struggling with
computer usage, while 73 (16.82%) indicated that they had basic knowledge. In contrast, the
majority of participants were found to be comfortable with computer usage, with 204
(46.77%) responses recorded. Interestingly, 145 (33.41%) participants identified themselves
as experts in computer usage. The distribution of responses highlights the diverse range of
computer skills among the participants, indicating that a one-size-fits-all approach may not
be suitable when designing interventions aimed at promoting home network security.
Further investigation into the reasons behind the behaviour of those who exhibit good
computer skills but fail to protect their home networking devices would be beneficial to
better understand this phenomenon.

5.2 Measurement model analysis

In this study, the measurement model was examined to assess both discriminant and
convergent validity of the measurement scales, as well as to evaluate the model’s fit with the
collected data. Following the guidelines proposed by Hair ef al. (2010), three tests, namely,
standardised factor loadings, construct reliability and average variance extracted (AVE)
were used to evaluate the convergent validity of the measurement model.

5.2.1 Convergent validity. Convergent validity, as defined by Hair et al, 2010, refers to
the degree to which items measuring the same construct converge, thereby accounting for
the shared variance among these items. In the present study, the assessment of convergent
validity was conducted through the examination of factor loadings, construct reliability and
the AVE, as shown in Tables 2 and 3, respectively.

Factor loading is highly recommended by researchers (Hair et al, 2010; Malhotra and
Dash, 2011; Woon et al., 2005). The premise is that high factor loading on the construct items
suggests that the items on the latent variable have a convergence. Loadings of 0.45-0.54 are
considered fair; 0.55-0.62 are good; 0.63-0.70 are very good; and above 0.71 are excellent
(Comrey and Lee, 2013; Woon et al, 2005). These loadings are in line with the suggested
values of Hair ef al. (2010). When the factor loadings of the constructs were examined in this
study, all the items used in the measurement model loaded to their distinct constructs. The
overall factor loading of the items were between 0.532 and 0.926. These are well above the
values suggested.
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Construct items

Factor loadings

Construct items

Factor loadings

Trust in service provider

Motivation to protect

TSP1 0.764 MP1 0.875
TSP2 0.852 MP2 0.9
TSP3 0.878 MP3 0.79
TSP4 0.851 MP4 0.774
Trust in technology Protection behaviour
TT1 0.865 PB1 0.657
TT2 0.904 PB2 0.81
TT3 0.653 PB3 0.638
TT4 0.616 Perceived severity
Facilitating conditions PS1 0.769
FC1 0.738 PS2 0.901
FC2 0.826 PS3 0.815
FC3 0.669 Perceived vulnerability
Technology anxiety PV1 0.652
TA1l 0.794 PV2 0.801
TA2 0.889 PV3 0.746
TA3 0.898 PV4 0.691
TA4 0.914 Social influence
TA4 0.833 SIt 0.849
Perceived task difficulty SI2 0.923
PTD1 0.903 SI3 0.801
PTD2 0.925 SI4 0.725
PTD3 0.782 Response cost
PTD4 0.601 RC1 0.625
Self-Efficacy RC2 0.713
SE1 0.685 RC3 0.757

Table 2. SE3 0.704

Standardised factor  qpy 0.607

loadings of the

constructs Source: Own work
Construct Reliability (cronbach’s alpha) Average extracted variance (AVE)
Trust in service provider 0.902 0.701
Trust in technology 0.873 0.593
Facilitating conditions 0.784 0.558
Technology anxiety 0.937 0.751
Perceived task difficulty 0.890 0.661
Self-efficacy 0.701 0.444
Response efficacy 0.851 0.572
Response cost 0.736 0.491
Motivation to protect 0.907 0.700
Protection behaviour 0.736 0.498

Table 3 Perceived severity 0.864 0.689

" Perceived vulnerability 0.808 0.525
Cronbach’s alpha  gocia) influence 0.892 0.685

and average variance
extracted

Source: Own work




In addition to factor loading, construct reliability is another statistical measure that is often
used to achieve convergent validity; hence, it was considered in this study. According to
Hair et al. (2010), construct reliability refers to how consistent the measurement model is in
measuring the latent variable repeatedly and in producing the same results. Furthermore,
Hair et al (2010) note that reliability is inversely related to measurement error, such that
high reliability is associated with lower measurement error. In this study, construct
reliability was assessed by examining the Cronbach’s alpha and the AVE. The results are
shown in Table 3.

To achieve construct reliability, the values of Cronbach’s alpha for all the constructs in
the measurement model should be at 0.7 or higher (Ahmad et al, 2016); however, a cut-off
level of 0.6 can suffice. On the other hand, the values of an AVE should be 0.5 and above. In
the case of our study, the values of Cronbach’s alpha were between 0.701 and 0.937, and
AVE were at 0.525 and 0.751. Only the AVE values of self-efficacy (0.444), protection
behaviour (0.498) and response cost (0.491) fell short of the 0.5 cut-off level. These were
considered as not being a concern in this study because all the Cronbach’s alpha values met
and exceeded the cut-off level.

5.2.2 Discriminant validity. Once construct reliability was established, this study
proceeded to examine the distinctiveness of the measurement model constructs.
Discriminant validity, as defined by Hair ef al. (2010), refers to the degree to which a
construct is truly distinct from other constructs. High discriminant validity serves as
evidence that a construct is unique and captures specific phenomena of interest (Malhotra
and Dash, 2011). To assess discriminant validity, Hair ef al (2010) recommend using the
AVE estimate, which should be greater than the squared inter-construct correlation
estimate. This criterion is based on the assumption that a latent construct should account for
more variance in its item measure than it shares with another construct (Malhotra and Dash,
2011).

Table 4 presents the correlations between the constructs of the measurement model. The
AVE values were found to be greater than the maximum shared variance, providing
evidence that the constructs were indeed distinct from each other. Therefore, the study
achieved discriminant validity. The results of both the convergent and discriminant validity
analyses support the significance of the measurement model.

Constructs PTD TSP TT SI FC TA PV PS RE SE MP PB RC

PTD 0.813

TSP 0.017 0.837

TT —0.045 0.622 0.770

SI 0.044 0356 0329 0.828

FC —0.489 0290 0395 0434 0.747

TA 0.320 —0.167 —0.084 —0.096 —0.199  0.867

1% —0.083 0.047 0127 0173 0.153-0.201 0.725

PS 0.057 0126 0153 0.253 0.102-0.190 0.609 0.830

RE 0.081 0339 0322 0272 0.142-0.114 0385 0478 0.756

SE —0.281 0366 0.331 0.318 0.566 —0.388 0.389 0.394 0482 0.667

MP 0.030 0.309 0337 0352 0.328-0.295 0434 0517 0473 0617 0.836

PB —0.264 0377 0282 0475 0.657-0.220 0.207 0.182 0.114 0458 0.391 0.706
RC 0.345 —0.071 —0.165 —0.169 —0.324  0.467 —0.197 —0.115 —0.155 —0.220 —0.264 —0.222 0.700

Source: Own work
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Table 5.
Structural model fit
summary of the
proposed model

5.3 Structural model analysis

Following the validation of the measurement model, the present study proceeded to test and
validate the overall fit of the structural model, using a distinct set of fit indices, as shown in
Table 5.

The structural model’s chi square was 2480.092 with a degree of freedom of 1,040 and a
probability level of (p = 0.000). Hair et al. (2010) suggest that, to assess the goodness of fit of
the structural model, at least one absolute fit index and one incremental fit index must be at
an acceptable level in addition to the X2

5.3.1 Absolute fit index. The structural model was measured and examined by using the
RMSEA index, which is one of the most commonly used measures to counteract the
tendency of the chi-squared goodness-of-fit test to reject models with a large sample or large
RMSEA (Hair et al., 2010). In Table 5, the RMSEA index value for this study was 0.06, which
is below the cut-off value of 0.08 (Hair et al., 2010) indicating that the structural model fit the
data well.

The normed X? was another absolute fit index examined. Hair et al. (2010) expressed the
normed chi-squared as the chi-squared value divided by the degrees of freedom (X?/df). In
addition, Hair ef al (2010) point out that a normed chi-squared less than 2.0 is considered a
very good fit, while values ranging from 2.0 to 5.0 are acceptable. Thus, the normed X value
of 2.3 for this study indicated an acceptable structural model fit.

5.3.2 Incremental fit index. Incremental fit indices assess how well the estimated model
fits relative to some alternative baseline model (null model), assuming that all the variables
are uncorrelated (Hair ef al,, 2010). Incremental fit indices are also referred to as comparative
fit indices or relative fit indices (Hooper et al., 2008).

One of the most widely used incremental fit indices is the comparative fit index (CFI).
The CFI value > 0.90 is regarded a good fit, according to Hair ef al (2010). The CFI had a
value of 0.879 in this study, which was just below the suggested level (Table 5). The fit index
that was below the threshold, on the other hand, was less than 0.03 short of 0.9. The
structural model requires one absolute and one incremental fit index to be a successful fit.
Two absolute fit indices are within the permitted ranges, and one incremental fit index is
0.879, which is acceptable given that the measurement model satisfied all of the fit indices
required. As a result, the study’s proposed structural model was thought to be acceptable.

5.3.3 Assessing the structural relationships. The structural model validity assessment
was insufficient to confirm the structural relationships between constructs, so individual
parameter estimates were taken. These estimates were used to determine whether the
parameters were statistically significant. A significant parameter confirms a relationship
between two constructs and confirms the validity of a hypothesis. When a parameter is not

Structural Level met?

Category Index Suggested levels model values Chi-square X?
Degree of freedom n/a 2,480.092 n/a

df n/a 1,040 n/a
Absolute fit RMSEA <0.08 0.06 Yes

RMR <0.05 0.123 No

Normed X 1.9 2.3 Yes
Incremental CFI >0.90 0.879 Marginal

Fit

Source: Adapted from Hair et al. (2010)




significant, the hypothesis is not accepted and the relationship between constructs is not
confirmed (Hair et al., 2010). SEM results in Table 6 (standardised parameter estimates) were
assessed using coefficient B8 values and p-values.

Hair et al. (2010) suggest that a significant parameter estimate requires that the #-values
must be greater than 1.96 and the p-value <= 0.05. In addition, Hair et @/ (2010) emphasise
that a significant parameter estimate value must be >0 for positive relationships and <0 for
negative relationships, while the p-value must be <0.01 in both instances. Therefore, in this
study, a marginal level of significance for a hypothesis to be accepted or rejected was set at
p-value is <0.01 and t-values > 1.96 and p-value < 0.05 when #-values > 1.64, similar to the
study of Taneja et al. (2014).

6. Discussion and implications

This study investigated the factors that motivate South African home fibre users to protect
their home networking devices by formulating 15 hypotheses to test the proposed model. Of
the 15 hypotheses, 12 were confirmed.

The findings of our study did not reveal a significant relationship between trust in the
service provider and perceived vulnerability (HI) or severity (H2). Following a review of the
literature, this study found no prior studies that evaluated the relationship of trust in service
provider to the two PMT constructs of the threat appraisal dimension. However, a study by
Touray et al. (2015), when determining the key trust antecedents that influence internet users’
trust level towards internet service providers revealed that trust in these providers depends
more on the desire to protect users than upholding acceptable standards (integrity).
Furthermore, their study also supported the notion that ISPs are profit driven and that poor
communication is another reason for the users not to trust in them. Therefore, in our study, a
number of factors could have influenced the insignificant relationship between the constructs.

First, when asked about their exposure to technical training, 38.6% (161) of the participants
said they had completed a formal qualification at a university or at a registered training
provider. This could have provided them with the knowledge and skills needed to identify
security threats independently, assess their level of vulnerability and determine the potential

Hypothesis Path Estimate (B) SE. t-value p-value
HI TSP — PV —-0.101 0.079 —1.278 0.201
H2 TSP — PS —0.023 0.082 —0.281 0.779
H3 TT — PV 0.126 0.07 1.81 0.07

H4 TT — PS 0.093 0.072 1.299 0.194
H>5 SI— PV 0.14 0.05 2.823 0.005
H6 SI— PS 0.209 0.052 4.022 <0.001
H7 FC—RE 0.101 0.034 2942 0.003
HS8 TA — SE —0.25 0.048 —5.201 <0.001
H9 PTD — SE —0.091 0.038 —2.404 0.016
H10 PV — MP 0.121 0.051 2.36 0.018
HIl PS — MP 0.269 0.046 5812 <0.001
Hi2 RE — MP 0.306 0.08 3.832 <0.001
HI13 SE — MP 0.474 0.073 6.531 <0.001
Hi4 RC — MP -0.13 0.056 —2.333 0.02

Hi5 MP — PB 0.437 0.077 5.653 <0.001

Source: Own work
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Table 6.
Results of the
structural model
evaluation
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damage that comes with the threat (Bada and Nurse, 2019). This would then have equipped
them to administer and control the threat without the need to rely on the service provider.

Second, about 53.6% (209) of the participants, when asked who is responsible for their
fibre connection, said that they are in charge of their home networking devices. When
responding to the question relating to the two constructs of the threat appraisal dimension
of the PMT with regard to trust in the service provider, the fibre responsibility question may
have introduced bias or a different interpretation. For instance, if a participant says they are
in charge of their home networking devices, they will not pay attention to the questions
about service provider trust, since they feel in control of the security of their home
networking devices since it is under their control; not under their service provider.

We investigated the relationship between trust in technology and the perceived
vulnerability (H3) and severity (H4) of home networking devices, hypothesising that trust
would impact both variables negatively. Previous research by Dinev ef al. (2006) and Gefen
et al. (2003), has highlighted the significance of trust in predicting the adoption of new
technology. A negative relationship of trust in technology by home users was predicted and
partially confirmed (H.3), suggesting that home users have confidence in the security of their
home networking devices. As a result, security awareness interventions tailored for home
users should recommend the implementation of the California default password law (Lee,
2023) in the case of passwords. The law states that all passwords must be unique or prompt
for a password change before a home user has access to any home networking device. In
addition, these awareness interventions should demonstrate scenarios of attacks to discourage
home users from trusting the technology in place. This could be done through videos and, in
the case of children, educational games about cybersecurity attacks could be created, similar
to those discussed in the studies of Hwang and Helser (2022) and Jin ef al. (2018).

We confirmed a positive relationship between social influence with both perceived
vulnerability and severity (H5) and (H6), in line with Taneja et al (2014) when researching
Facebook privacy settings that social influence affects an individual behaviour positively.
This relationship implies that home users trust the advice they receive from persons who are
important to them. Friends, family, colleagues and community members have all been
identified as having social influence in our study. The results suggest that security
awareness interventions for home users should focus on these people to spread security
awareness concerns to home users. For instance, community radios could be used regularly
to highlight concerns about the security of home networking devices. In addition, since
home security threats affect everyone in the home setting, the message can be conveyed
through local churches and schools. On the other hand, because trust in the service provider
could not be confirmed in this study (H1), home users appeared not to put their trust in the
service provider that sells them these home networking devices such as routers. This
suggests that security awareness interventions must not use service providers as a channel
for delivering security awareness issues to home users, but rather to use the community. In
other words, while the primary focus is on community channels, the service provider should
be kept informed. This suggestion falls in line with the Nicholson et al (2021) initiative that
recruited, trained and supported older adults should become community cybersecurity
educators (CyberGuardians), tasked with promoting cybersecurity best practice within their
communities to prevent older adults falling victim to opportunistic cyberattacks.

In our study, facilitating conditions were defined as a home user’s beliefs about the
availability of resources to help them protect their home networking devices. This was also
the finding of Taylor and Todd (1995), who discovered a positive relationship between
facilitating conditions and perceived behavioural (self-efficacy and response efficacy)
control. We also confirmed a positive relationship between facilitating conditions and



response efficacy (H7); however, a negative relationship for response cost (H14), implying
that a home user will not be encouraged to take security precautions for their home
networking devices if the resources to protect those devices are expensive. In many studies
(Li et al., 2022a, 2022b; Shaikh and Siponen, 2023; Venard, 2021), response cost supports a
negative effect on individuals’ behaviours with regard to taking security measures, as is the
case in our study.

Considering the symbiotic relationship between H7 and HI14, security awareness
programme interventions must point home users to resources that they can use to protect
their home networking devices when developing awareness interventions (Darem ef al.,
2022). These could include information such as where to buy cheap antivirus software for a
home networking device or where to download open-source firmware updates, although
open-source material may be difficult for home users owing to the lack of available
assistance. Such warnings should be included in the programme as well.

Home users are not always comfortable working with their home networking devices
because they may lack the skills or abilities to protect their home networking devices. As a
result, a negative relationship between technology anxiety (H8) and perceived task difficulty
(H9); and self-efficacy was hypothesised and confirmed. The hypotheses confirm that home
users feel nervous, uncomfortable and threatened when dealing with their home networking
devices (H8). Furthermore, home users perceived that protecting home networking devices
was difficult and required more skills and abilities than they currently possessed (H9).
Similar studies in the context of computer use by Thatcher and Perrewe (2002) and Compeau
and Higgins (1995) found a negative relationship between technology anxiety and self-
efficacy, implying that increased levels of anxiety can lead to lower levels of self-efficacy.

Therefore, security awareness programme creators should think about hosting free
trainings via social influencers like schools, churches and community libraries using videos,
demos and manuals specifically designed for home users. In doing so, home users will
become better at and more comfortable working with computers.

The fact that someone must pay for trainings of this type is, of course, an issue when
trying to organise them. So, in these situations, home networking device service providers
could be asked to sponsor these trainings. Making these videos and training sessions as
simple to follow as possible should also be considered. Perhaps local communities need first
to instruct home users on how to operate computers. Furthermore, the content to be delivered
should cover multiple platforms of home networking devices, so that home users can work
with any home network device. As a result, technology anxiety will be reduced because home
users will be able to handle the task of protecting their home networking devices.

7. Limitations

Although the study used a rigorous quantitative research process to generate reliable
empirical results that can be applied to the social inquiry being examined, some potential
limitations were identified. Therefore, it is essential to exercise caution when interpreting
and applying the findings. The study focused on examining the factors that impact the
intentions of South African home users to safeguard their home networking devices.

The primary limitation of this study may lie in the data collection process. The virtual
snowball method (Baltar and Brunet, 2012) via social network services was employed to
collect data. However, this approach may exclude individuals who do not use social network
services. In addition, the distribution of the survey was restricted to people within the social
networks of participants, which may have resulted in the exclusion of significant groups of
home fibre users. To overcome this limitation, we also used the Facebook advertising paid
version, which led to a wider home fibre user audience in South Africa. Furthermore,
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Creswell (2002) cautions that a small sample size can significantly impact the statistical
power and quality of results. In this study, 392 home users of fibre in South Africa
responded to the survey. This number was deemed adequate for statistical analysis using
SEM, as guided by Krejcie and Morgan (1970). However, a larger sample size could have
produced more precise results and improved the generalisability of the research findings.

Finally, the sample data showed bias towards participants with higher levels of
education, as most reported holding a degree. This may or may not accurately reflect the
education levels of South African home fibre users.

8. Future research

This study is the first attempt to identify the factors that influence South African home
users’ intentions to protect their home networking devices. However, it is necessary to
conduct further investigations to determine how these factors may change in response to
changes in technology and home-user habits. This study only examined one point in time.
The proposed PMT-based model can also be used to explore the differences between
computer users and non-users at work and their subsequent home habits. Additional data
collection could help to clarify behaviour patterns in other areas, such as age, experience
levels and the length of time a person has owned a home computer. A more comprehensive
understanding of the various home user groups and their relationship to the security of their
home networking devices can further expand knowledge of the entire population of internet
users. Furthermore, this study used a quantitative research approach to examine social
phenomena and factors that impact the intentions of home users. While the SEM method
predicted the factors, conducting interviews may provide more information about home
users’ behaviours and motivations, and improve the understanding of the two appraisals
and the behavioural intention of PMT. Using hybrid techniques, such as mixed methods,
may be beneficial in better understanding the two appraisals of PMT and the behavioural
intention, as participants may relate to interviews more than to a complex statistical
analysis. Finally, since this study was limited to South Africa, it would be valuable to
conduct similar research in other African nations, or even in more developed countries, to
evaluate how well the factors that influence home users’ intentions to protect their home
networking devices can be generalised to the African context and beyond.

9. Conclusion

As the threat of security breaches and cyberattacks persists, protecting the home user
environment has become increasingly important. This research highlights the significance
of ensuring the security of all internet-connected computers for both organisations and home
users, since weak connections can impact other internet users. While service providers and
security software vendors have developed various security solutions, promoting these
solutions to home users remains a crucial challenge.

The study has identified several factors that influence the motivation of home users
positively to protect their home networking devices. The findings indicate that the threat
appraisal and coping appraisal elements of the PMT act through the motivation to protect
construct to promote protection behaviour. This contribution can assist home internet
service providers and security software vendors in developing strategies to encourage large
groups of home users to adopt new security behaviours, making them a stronger link in
security.

Overall, this research showcases the utility of the PMT in explaining the driving factors
behind home users’ protection of their home networks. As further research is required to
examine changes in technology and home-user habits, additional investigation can clarify



patterns of behaviour in different areas, such as differences based on age, experience levels
and length of computer ownership. Moreover, conducting similar research in other nations
can help to assess the generalisability of the factors that influence home users’ intentions to
protect their home networking devices.
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